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YnytctBo 3a TCS agMuUHMCTpaTope

YBoa

1 VYBop

AMPEC je y capaarm ca opraHnsaumnjom GEANT YCroCTaBmO YCNyry nsgasarba AMrntanHmx ceptudukara TCS
(Trusted Certificate Service), y kome pernctposaHn AMPEC kopucHMUM MMajy nNpaBo Ha npubas/bake
HeorpaHmyeHor 6poja SSL/TLS aurutanHux ceptudmkaTta 3a notpebe CBOjUX cepBepa M KpajrbuX KOPUCHMKA.

Ycnyra usgaBama TCS ceptudmkaTta ce obasrba npeko ueHTpanHor HARICA nopTana Koju ce Hanasu Ha
cnenehoj Beb-agpecu:

MNpeko nopTana ce obaB/bajy CBe akumje y BE3W Ca agMMHUCTPaAUWjOM, BanuaaumjoM, 3axTEBaHEM U
nsgasarem TCS ceptudmkara.

Kako 61 AMPEC kopucHUK 10610 npuctyn nopTany notpebHo je ucnyHnTtu cneagehe npeaycnose:

1. AMPEC KOpUCHMK MMa perncTpoBaH AOMeH y okBupy "ac.rs", "edu.rs" u "gov.rs" gomeHa;
2. AMPEC kopucHuKK ce pernctpoBao 3a kopuwhemne TCS ycnyre;

3. AamuHuctpatop AMPEC kopucHuka (TCS agMMHUCTpaTop) MMa jeaaH of Hanora 3a eaepaTuBHU NPUCTyN
noprany:

a) aaMuHMUcTpaTopckm Hanor y AMPEC AgmunH 6a3m nogataka kojy xoctyje AMPEC wnu

b) Hanor 3a 3anocneHe y okBupy [aBaoua naeHTUTETa CBOje MHCTUTYLUMje Koju je pernctposaH y MAMPEC
®epepaunjn NgeHTuTeTa, a Koju je NnpuapyxeH eduGAIN vHTepdeaepaumi;

4. TCS agmuHucTpaTop je aobuwo notspay oa AMPEC o ycnelHoj perucrpaumijn n sanngaumju opraHmsaumje
Y OKBUpPY noptana.

HARICA noptan pa3nukyje cnegehe ynore:

O6uuaH KopncHuK — KopucHuk koju je permctposaH Ha HARICA nopTtany u npenosHaT Aa npunaga cBojoj
WMHCTUTYLUMjU Ha OCHOBY AOMEHa CBOje Mejn agpece. Hema popatHe npuBuiernje M Moxe fa 3axTeBa
cepTudukarte.

Enterprise Manager - AgMuHucTpaTop HajBuwer HuBoa HARICA noptana. MMa KOHTpo/ny Haa CBUM
opraHmsauuvjama, ceptudmkaTMma, AOMeHMMa M obaBelwTerMMa CBUX opraHu3aumja. Llarbe 3axTeBe 3a
JoflaBake HOBUX OpraHu3aumja Ha nopTan u Bpwn Banuaaumnjy opraHusaumja. Enterprise Manager nopernyje
ynory Enterprise Admin apMuHnucTpaTtopuma. AMPEC uma Enterprise Manager ynory Ha nopTasny.

Enterprise Admin - ApMWHUCTpATOp KOMe je Ta yfora fAoaerbeHa o CTpaHe Enterprise Manager
aAMUHUCTpaTopa WK Apyror Enterprise Admin apMMHUCTpaTOpa, Y UWbY yrnpaB/baka cepTudukatuMa u
aAMMHUCTpaTopuMa opraHusauumje. Moxe aa aonenn SSL and S/MIME Approver ynory KOpPUCHUKY Y OKBUPY
CBOje opraHusauuje. Enterprise Admin Moxe fa ynyTu 3axTeB 3a HOBE OMEHE 1 Aa BpLUW Banuaaumnjy AoMeHa
3a CBOjy opraHusauujy, anu He MOXe KpeupaTu HOBe OpraHusauuje HuTM ypehusaTu onwTe noaaTke
opraHmMsaumje Yak u ako UM je aenervpaHa KOHTpoOSia Haj TOM opraHusaumjoM. Takohe Moxe M 3axTeBaTy
ceptudmkaTe Koje Enterprise Approver Mopa fa ogobpu.

Enterprise Approver — ADMUHUCTPATOP KOju uMa SSL and S/MIME Approver ynory. Bpwu ytBphuBate u
opobpasare SSL u S/MIME 3axTeBa 3a cepTuduKaTMMa y OKBMpY OpraHusaumje kojoj npunaaa. Vima npuctyn
CBUM cepTudmMKaTUMa y OKBMPY OpraHu3aumje kojoj npunaga.

TCS agMnHucTpaTtopu he pobutn Enterprise Admin ynory y OKBupy cBoje opraHusauuje. [a 6u 10 nocranm
HeomnxoaHo je aa perncTpyjy Hanore Ha HARICA noptany. HakoH peructpauvje, Enterprise Manager (AMPEC)
he uMm pogenutun Enterprise Admin ynory y OKBUpY HMXOBE OpraHu3auuje.
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Mpuctyn HARICA noptany

Kako 6w Enterprise Admin nmao MoryhHOCT 3axTeBarba AMIMTaNHMX cepTudmMKaTa, HEONXoAHO je aa npohe
cnepehe kopake:

1. [Mpunnkom NpBor noroeBaka Ha NopTan NnoTpebHo je oaobputn 2FA 1 npoBepuTn Aa nu ce y 6asu
Hanasu aTpubyT ca aedmHucaHoM BpegHoLwwhy
OwmoryhaBame 2FA je obaBe3Ho n 6e3 Tora Huje moryhe gogenutn 6uno kakey ynory Bawem
KOPUCHUYKOM Hanory.

2. OMNUWOHO: popenuTn N ApyrMM KOpMCHULMMA Y OKBUPY UCTe OpraHusaumje Enterprise Admin wnn
Enterprise Approver ynory.

Mpohu Kpo3 npoueaypy Kpevpara u Banugaumje AoOMeHa;

4. 3axTeBaTu cepTuduKaTe, HAKOH LITO je opraHM3aumja BanuampaHa of ctpaHe Enterprise Manager
(AMPEC) 1 HakOH LUTO Cy AOMEHM KpenpaHu 1 BannampaHu of, CTpaHe Enterprise Admin
aZIMMHUCTpaTopa.

Y HacTaBKy IOKYMEHTa AETasbHO Cy OMUCaHW HaBeEeHW Kopauy.

2 MNpuctyn HARICA noptany

HakoH ycnewHe pernctpauunje AMPEC kopucHuka 3a kopuwherbe TCS ycnyre v 3aBpLueHe npoueaype npujase
opraHu3auuje un keHe Banuaauunje og ctpaHe AMPEC-a, TCS agMuHucTpaTop Aobuja moryhHOCT npujaBe Ha
HARICA niopTan.

2.1 Npucryn HARICA noptany - Enterprise Admin

KopuCHUK npucTyna noptany Koju je AOCTynaH Ha aapecu

MoTtpebHo je nsabpatn Academic Login onuujy. (1a).

= ]

HARICA EN| GR

Login

New to HARICA? Sign Up
Email address

Password

Forgot password?

Or
{ Academic Login
AN S
N

 Signin

GREEK UNIVERSITIES NETWORK (GUnet)
General Commercial Registry Number: 16072%401000
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Mpuctyn HARICA noptany

e  YKOMMKO WMHCTUTYUMja KOjOj aaAMMHUCTpaTop npunaga uMMa pernctposaH [asanau maeHtuTteTa y
okBunpy MAMPEC ®egepaumje MaeHTuTeTa, Koju je npuapyxeH eduGAIN nHTepdeaepaumjm, Moxe ce
ynoroeaTu kopuwhereM Te onuuje.

e  YKO/IMKO TO HUje Ccrlyyaj, adMUHUCTpaATOp MOopa UMaTu cBoj Hanor 3a AMPEC agMuHucTpaTope y 6a3un
Koja je noBe3aHa ca AMPEC AamuH [aBaoueM naeHTuTeTa u Kojy xoctyje AMPEC. (16)

Find Your Institution

Your university, organization or company

amres| Q

Examples: Science Institute, Lee@uniedu, UCLA

Remember this choice  Learn More

AMRES

amres.acrs

AMRES Admin

adminamres acrs

AMRES Guest
igLes’. amresac.rs

Lam Research Corporation
lamresearch.com

IAMRES Web Single Sign-on Portal

HakoH ycnewHe ayTeHTUdMKaumje HeonxoaHo je oaobputn 2FA ayTeHTUdUKaumjy. Y ropkteH AecHoM yrny,
KIMKHUTE Ha Balwe uMme, a 3aTtuMm usabpatn Profile n omoryhute 2FA (1B), HakoH Tora he ce npo3op ca
nogeliaBakmMmMa cam nokpeHytu (1r).
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Mpuctyn HARICA noptany

Account settings X

Email Address  katarina@amres.ac.rs

Two-Factor Authentication (2FA)

/\ Enable ) Two-Factor
Authentication (2FA)

Account details v You have enabled the Two-Factor

Authentication process (2FA). After finishing
this setup, every time you sign-in, you will
Language settings also have to use your one-time-password
suag g authenticator application.
Display language EN | GR

Notification language EN|GR

3atum he ce nojaBMTM Mano ynyTCcTBO OA Map Kopaka Koje je notpebHo mcnpatuTtu, 3a To BaM je noTpebaH
smart TenedoH. HeonxoaHo je aa wHcTtanupate Google Authenticator, TOTP unn CivMyHy annukauujy Ha
BaweM TenedoHy M ckeHupaTe ogrosapajyhm QR koa, 3aTmm hete Ha TenedoHy AobMTU reHepucaH
wectoundpeHn 6poj koju hete KOpUCTUTK 3a ayTeHTUDUKaLK]y.

Two-Factor
Authentication (2FA) - Two-Factor
Setup 2 of 4 Authentication (2FA) -

Setup 3 of 4

Scan the following QR code or insert the

secret manually to your TOTP authenticator
Enter the OTP code that the authenticator

Two-Factor L application generated for you T Fact

Authentication (2FA) - S wo-actor

Setup 1 of 4 OTP code Authentication (2FA) -

Setup 4 of 4

Download and install a Time-based One-

Time Password (TOTP) application in your | ..... .{ @ \

smartphone. Here are some useful links L You have successfully enabled the Two-
Secree Factor Authentication. Next time you login,

open your authenticator application, get
Microsoft Authenticator your OTP code and use it in the appropriate
Google Authenticator field.

m Cancel | [ Continue Cancel | —y L 4
/ 4 3

KopucHuK capja ma npucTyn opraHv3aumju kojoj npunaga (2a), a aa 61 nocrao aAMMHUCTPATOP HEOMXOAHO
je ba ce jaBu Ha tcs@amres.ac.rs. HakoH WwWTo My ce goAenu ynora Enterprise  Admin, agMWHUCTpaTOp
MO>XXE Aia MPUCTYNWN OpraHmn3aumjun Tako LTO Y FNaBHOM MeHujy oaabepe onuujy Enterprise (26), 3aTuM y MeHujy
Apyror HuBoa onuunjy Admin (28), 3aTUM KMKHE Ha Ha3uB CBOje opraHusaumje (2r).

HakoH oBor Kopaka oTBapa Ce Mpo30p Y KOMe ce Hafase nogauu v nogellaBara opraHusauuje. MNpsu Tab
Enterprises npukasyje onwTe MHdoOpMaumje o opraHusaumin. tbux agedvHuwe Enterprise Manager v oHe ce
He Mory MeHaTu:

e 3BaHMW4YaH Ha3MB opraHusauuije;
e [pap, ApxaB.a;

e [Jlonatn AOMEHM.
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Mpuctyn HARICA noptany

= FHARICA
-

terprises Users Certificates Bulk Certificates
B3 My Dashboard
(B eSign Documents
Enterprises
v
Certificate Requests Search
(B eSignatures
8  eSeals
Alias Email
B Server
2r
B3 Code Signing helpdesk@amres.ac.rs
&) Email
Enterprises Domains

B  Client Authentication

More
& Validated Information
Data privacy statement

£ Help / Guides

AKALIEMCKA MPEXKA PEMYE/INKE CPEVIEZ atarina Simonovi¢ v

K o

Legal Name Country Locality
AKALEMCKA MPEXA PEN... | RS, Beorpag

Domains

iamres.ac.rs, amres.ac.rs

Domain

iamres.ac.rs, amres.ac.rs

KNMKOM Ha 3BaHW4aH Ha3uWB opraHusauuje (24) oTBapa Ce Mpo30p Ca HaBeAeHUM AeTa/bHMM MogaumMa o
OpraHv3aLmjy, Kao WTO je NpUKasaHo Ha CULM UCMoa;:

FQDN

famres.ac.rs, amres.ac.rs

‘Organization official name

Name Ascified

Organizational Unit

State or province

Locality name

Country

Organization

Identifier

Jurisdiction Country

Jurisdiction State

Jurisdiction Locality

Business Category

NTRRS-123123123

DN

O=AKALEMCKA MPEXA PENYBJIMKE CPBMJE - AMPEC, L=beorpas,
C=RS

(EN)

AKAOEMCKA MPEXXA PEMYBE/TMKE CPEMIE - AMPEC

Beorpag
1SO 3166-1 Alpha-2

RS

Group

Remote eSignature

false

&l g

Validity

Oov: 31/12/2030
EV: 31/01/2025

(local language)

(EN)
Serbia
Product list History
DSA Max
0 0

WWWw.amres.ac.rs
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YnytctBo 3a TCS agMuUHMCTpaTope

[Mocynak Kpeunparwa Apyrux agMUHUCTpaTopa
HapeaHu TaboBu npukasanu cy cneaehum pegocnenom:

o Users— caagpXxwv nofjaTtke 0 CBUM KOPUCHMLUMMA Yy OKBMpPY OpraHu3auuje
o (Certificates — capp>u nogaTke 0 CBMM cepTudmKaTUMa Koju Cy MOAHETU Y OKBUPY OpraHusaumje

e Bulk Certificates - cappxun nogatke o cBuUM Bulk cepTudmkaTMa KOju Cy 3axTeBaHW Yy OKBUPY
opraHusauuje

2.2 Mpucrtyn HARICA noptany - Enterprise Approver

Enterprise Approver Ha HARICA nopTany permcrpyje CB0j Hafor Ha UCTU HAYMH Ha KOjWu TO YMHWU W Enterprise
Admin, c Tnm wto he weMy Enterprise Approver ynory oopenutun Enterprise Admin (y narsem TekcTy: AAMUH)
Te opraHusaumje, wTo he 6MTn objallHeHo y HacTaBky.

3 Tllocynak kpeupawa Apyrux agMMHUCTpaTopa

AQMWH Y OKBMPY CBOje opraHusauuje Moxe a AoAenu ynore:
e  [Enterprise Admin 3a apyre KOpUCHUKE;
o Enterprise Approver — SSL Enterprise Approver,
o Enterprise Approver — SMIME Enterprise Approver;

e Enterprise Approver 3a cBe TUNoBe cepTudukara.

3.1 Mocrynak popene ynora Enterprise Adminw Enterprise Approver
AOMUH MOXe Aa goaenu ynory v Enterprise Adminw Enterprise Approver. TlIocTynak gogerobuBamba je nuctu.

Kako 61 agMvH OO4EnMo KOPUCHUKY YNory agMumHa 6uno Kor Tuna, HeonxogHo je Aa je Taj kopucHuk Beh
peructpoBaH Ha HARICA noptany u ga uma omoryheHy 2FA y okBupy cBor Hanora. [punvkoM noroeama
cBOjuM beaepaTMBHMM HANOIrOM, KOPUCHUK Kao jeaaH of atpmbyTa warbe n Mejn, uvja BpeAHOCT CaapXu u
JOMEH MHCTUTYyuMje Kojoj npunaga. AKO ce OBaj AOMEH y OKBMPY BpegHOCTM Mejn atpubyTa noknana ca
[JOMEHOM MHCTUTyumje pernctpoBaHoMm Ha HARICA noptany, KopucHuk he ayToMaTcku noctaTu Aeo Te
opraHuzauuje n buhe sna/LMe AOMUHY.

Kako 6u gogao HoBor agMmMHUCTpaTopa NoTpebHo je Aa AAMUH Yy rmaBHOM MeHujy oaabepe onuwnjy Enterprise
(1a), a 3aTMM y MeHwujy apyror HuBoa onuujy Admin (16), n aa notpaxwu Tab Users (1B), y OkBUpY Kora cy
N3NNCTaHN CBU KpajHu KOPUCHULM KOjU CYy Kpenpanu Hanor.
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Mocynak Kpeupaka APYyrux agMMHUCTpaTopa

= WFHARICA &0 Enterprise ise Manager

AKALIEMCKA MPEXA PEMYBIMKE CPEVIE - ... Katarina Simonovic v

Bulk Certificates

@

B My Dashboard 1 6 erprises Users ertificates
B eSign Documents

Enterprises
Certificate Requests Search ~ [
B eSignatures
B9 eSeals

Alias Email

B  server
B3 Code Signing AMPEC
& Email
B  Client Authentication

tes@amres.acrs

Domains

amres.acrs

Knnkom Ha KopuCHWKa, oTBopuhe ce HOBO Mosbe Ca HeroBuM nHgopMaLmjamMa, 1 OKBMPY KOra je HeonxoaHo
KIIMKHYTWU Ha Tab Account info (1r). Y okBupy oBOr Npo3opa y cekumju Roles pedmHUcaHe cy ynore koje Mory
6utn poaerbeHe KOpUCHUKY (14). KOpMCHMK MCTOBPEMEHO MOXXE MMATK BULLE yrora.

Personal info Requests | Account info

Account created Friday, February 7, 2025

Two-Factor Authentication (2FA)

Roles
Organization
I Enterprise Admin
(0 Enterprise Approver  for
[[] sSLEnterprise Approver
O SMIME Enterprise Approver
Validator groups Not authorized

The user needs to have a validator role to be assigned to groups

Mpunukom gogene ynore, Validators Group nomse he nocratv akTMBHO 1 oHAa he agMMHMUCTpaTop AeduHUCcaTH

3a KOjy oraHusauujy je ynora gogereHa (10).

SSL Enterprise Approver

SMIME Enterprise Approver

Roles
Organization
@D Enterprise Admin
@D  FEnterprise Approver  for
Validator groups

WWWw.amres.ac.rs
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MocTynak Kpeupama 1M Basimgauuje goMeHa

HAMOMEHA: 3a ogabup he 6utn gocTynHe camo opraHM3aumje HajBuLer HMBoa, Tj. rpyne. Y oKBMpYy noprasna
MOry ce goaatu u nopopraHusaumje (Affiliate Enterprise) y okBupy wucte rpyne. JegaH AOMUH MOXe Aa
ynpassba BehmnM 6pojem opraHusaumja y ncroj rpynu.

4 TlocTtynak Kpeupara v Banmaaumje AoOMeHa
AMWH MOXe [ia Kpeupa W yrpas/ba JOMEHUMa 3a OpraHu3auujy koja My je aoaerbeHa.

4.1 [JopaBame AOMEHa

Kako 6u AQMMH 0oao HOBM AOMeEH, MOTPe6HO je aa y rnMaBHOM MeHujy ogabepe onuwnjy Enterprise (1a), 3aTum
Yy MeHujy gpyror HuBoa onunjy Admin (16), 3aTUM y UCTU KIIMKHE Ha CBOjy opraHu3auujy (1B), ma KIMKHe Ha
Legal Name (1r).

= HARICA la prise Manager AKALEMCKA MPEXA PEMYB/IAKE CPEWIE - ... Katarina Simonovic »

=
Bl MyDashboard 8 SSLRequs Users Certificates Bulk Certificates

i'B  eSign Documents £ SSL Certificates

S/MIME Certificate Requests

Certificate Requests S/MIME Certificates }

UB eSignatures

eSeals

Alias Email Domains
&  server
@ Code Signing Yob helpdesk@amres.ac.rs rcub.bg.ac.rs, bg.ac.rs
EJ Email 1

AMPEC B helpdesk@amres.ac.rs iamres.ac.rs, amres.ac.rs
B  Client Authentication

Enterprises Domains
More —

Legal Name Country Locality Domain

IAKANEMCKA MPEXKA PEM... RS, beorpag, iamres.ac.rs, amres.ac.rs

& Validated Information

EY  Dataprivacy statement

£ Help / Guides

MojaBmhe ce nNpo3op y KoMe je NOTPebHO Aa KIMKHeTe Ha ukoHuwy Add Domains (11).
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L - Akapemcka mpexa Cpbuje =
! MNocTynak Kpempamwa u Banvgaumje goMeHa

FQDN DN Validity

- . - ov: 31/12/2030

O=AKALEMCKA MPEXA PENYE/INKE CPBHJE - AMPEC, L=Beorpag, C=RS Ev 101
(EN) (local language)

‘Organization official name AKANEMCKA MPEXA PENYB/IVMKE CPBMJE - AMPEC
Organizational Unit
State or province
Locality name

150 3166-1 Alpha-2 (EN)
Country RS Serbia

Organization Identifier NTRRS-123123123 Group Product list History
Jurisdiction Country

Remote eSignature DSsA Max
Jurisdiction State
Jurisdiction Locality

Business Category

Serial

Ce=—= )
Create subunit { Close )
\ /

HakoH Tora he ce nojaButi HOBM NMpoO30p rae je noTpebHo NpBo Aa ckuHete CSV Sample file (1), y okBupy
Kora usbpuiiere goMeHe KOoju Cy HaBefeHW Kao nNpuMep 1 aoaate CBoje, Mo MCTOM LWabnoHy. 3aTuMm, aoaaTe
Baw CSV dajn Ha noptan (1e), n oHaa KNnkHeTe upload (1x). HoBu goMeHn he nocratv BUA/bLMBYU OBMUHO Y
POKY jegHor pagHor gaHa, HakoH wto HARICA pesuampa n ogobpu dajn.

X
0 Enterprise Info o Upload CSV File
Country: RS IDownIoad C5V Sample for new Domain
State:
Locality: bBeorpag Please Note: The maximum number of domains allowed per CSV file is 100.

Name: AKAJEMCKA MPEXA PEMYB/IUKE CPEWJE - AMPEC

4.2 Banupaumja noMeHa

Mpouecom Banuaauuje aomeHa, HARICA nposepaBa ga nm AMPEC KOPUCHWK KOHTPOMULLE AOMEHEe 3a Koje
Xenu ga npubasrba ceptudukate. [JoMeH ce Bannampa Ha roanHy gaHa.

Kako 6u 3ano4eo Banuaaumnjy AoMeHa, NnoTpebHO je Aa AAMUWH Yy raBHOM MeHujy odabepe onuwnjy Enterprise
(2a), 3aTnM y MeHujy gpyror HuBoa onumnjy Admin (26), 3aTUM KIMKHe Ha CBOjy opraHnu3aunjy (28) u Domains
Tab (2r).
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Akapemcka mpexa Cpbuje

MocTynak Kpeupama 1M Basimgauuje goMeHa

ise Manager AKALEMCKA MPEXKA PEMYENMKE CPBEMIE - ... Katarina Simonovic v

B} MyDashboard Users Certificates Bulk Certificates

B eSign Documents

Enterprises

Certificate Requests Search “ [ } e

B eSignatures
3  eSeals

Alias Email Domains
8 Sserver
B3  Code Signing AMPEC 2 B tes@amres.ac.rs amres.ac.rs
E3  Email 2
B Client Authentication Enterprises

Legal Name Country Locality Domain
More
AKALEMCKA MPEXA PEM... RS, Beorpaa amres.ac.rs

&  Validated Information

Data privacy statement

£ Help / Guides

Y okBupy nosrsa Domains Mmoxe 6UTU BULIE AOMEHA 3a Banuaauujy, Banuampa ce cBakum NocebHO KIMKOM Ha
Validate Domain (2n).

Enterprises Domains

Domain Validity

iamres.ac.rs 10/03/2026 Validate Domain A

amres.ac.rs 10/03/2026

MojaBuhe ce npo3op koju Hyan ogabup HaumHa Banugaumje:

e (Constructed Email to Domain Contact - oBa onuuja nogpasymeBa Cname Mejna ca AMHKOM 3a
BanMpaumMjy Ha jegHy op neT agpeca, Hnp. "admin@bg.ac.rs", "administrator@bg.ac.rs",

"hostmaster@bg.ac.rs", "postmaster@bg.ac.rs" nnm "webmaster@bg.ac.rs";

e DNS Change - oBa onumnja nogpasymesa aofasate CNAME 3anuca y obnuky hash spegHoctn y DNS
30HY JOMeHa KOju ce Banuaupa.

Y oBoM ynyTcTBY buhe objawrbeHa Banngaunja nytem mejna (2h).

HakoH wTo ce opabepe onuuja £mail (2h), HEONXOAHO je Aa aAMUH YHece CBOj Mejn unaun mejn ocobe
koja je Takohe perncrpoBaHa Ha HARICA noprtany 3a notpebe Banmaaumje pomeHa (2e), us ceor
AOMEHa, 1 3aTuM odabepe Mejn agpecy Ha KOjy XXenu da nowasbe JIMHK 3a Banugauujy aoMeHa (2x).
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Axapamcka mpama Cponja MocTynak Kpenpara u Banvaaumje aoMeHa

HAMOMEHA: Ykonvko AOMUH y rosby (2e) He HaBeae UCNpaBHY Mejn aapecy Koja NnocToju Ha nopTany, Mejn
3a Banvgaumjy Hehe 6utn nocnart.

HakoH wTo ce opabepe Mejn agpeca 3a Banvaaumjy AoMeHa (2x), NoTpebHo je KNMKHYTWU Ha Submit nyrme
(23) uMMe ce ayToMaTCKM Wasbe Meji Ha ogabpaHy agpecy.

Validation Type
Constructed Email to Domain Contact - 3.2.2.4.4 v
I katarina.simonovic@amres.ac.rs e

Email

‘webmaster VvV @ amres.acrs V

dmin

ini r e
Submit
webmaster é
hostmaster
postmaster

Knnkom Ha NiMHK M3 npuMsbeHor Mejna (JocynaH KMKoM Ha ped Confirm), otBopuhe ce cTpaHuua Ha kojoj je
noTpebHO NOTBPAMUTM Aa aAMUHUCTPATOP KOHTPOMMLE AOMEH U Aa je AOMEH BanuAaH, KIMKOM Ha Confirm
ayrme (2n).

Validate your domain

amres.ac.rs

Confirm that you own the dol

HakoH Hekor BpeMeHa, Ha Mejn Koju je aedmHuCcaH NpuaMKoM peructpaumje opraHusaumje ctuhu he notepaa
[a je [oMeH BanuampaH.

HAMOMEHA: YecTo je noTpebHO KOMMPaTW NMHK Yy OKBUPY MpeTpaxuBada WM Yak Kopuctutu Incognito
npo3op, kako 6u ce nsberna Konmsmja ca aKTUBHOM cecujoM. YKONMKO aohe Ao Konusuje, HeheTe BMaeTH
CTpaHuUy nNpuKasaHy usHag u gomeH Hehe 6uTn BanuaaH.
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YnytctBo 3a TCS agMuUHMCTpaTope

MNocTynak 3axTeBara U anGaBJ’bal'ba CepTVICbVIKaTa

5 [MMocrtynak 3axTeBata u npubassbarba cepTudukarta

[a 6n 6uno moryhe 3axTeBatn gurntanHe ceptudurkaTe HEONXOAHO je Aa NPeTXoAHo byay ncnykweHun cnegehu
npeaycnoBu:

1. AMPEC KOpuCHMK MOpa nMaTu permctpoBaH AoMeH y okeupy "ac.rs", "edu.rs" un "gov.rs" gomena ,

2. AMPEC kopucHuk Mopa 6utn peructpoBaH 3a kopuwherwe TCS ycriyre m Mopa MMatuM KpeupaHy
opraHusaumjy u peructpoBaH v goaerseH Enterprise Admin Hanor Ha HARICA nopTtany,

3. Enterprise Admin je ycnewHoO Kpeupao W Aenermpao AOMEH, M KOMMJeTMpao npoueaypy Banuaaumje
[OMeHa.

YKONMKO Cy CBY npeaycnoBu ucnywenn, npeko HARICA nopTana Moxe ce 3axTeBaTu HeorpaHuyeH 6poj
cepTudukaTa.

MocTynak 3axTeBarba cepTudmKaTa Ha MnopTany Ce pasfvKyje y 3aBMCHOCTM oA Tuna ceptudukaTta, a Ha
nopTasy ce MOXe 3axTeBaTh HEKOSIMKO TUnoBa cepTudmkara:

eSignatures;

esSeals;

e Server — gocrynaH 6ecnsiatHo y oksupy TCS ycnyre;
e (Code Signing,

o Email - gocrynan 6ecriiatHo y okBupy TCS yciyre;

e (lient Authentication,;

Y ynytctBy he 6uTn onucaH HauvH npubasB/barba cepTudukaTa nNyTeM KopucHuukor uHtepdejca HARICA
noprana.

HAMOMEHA: Y gokyMeHTy he 61Ut onmcaHu caMmo NOCTYyNuUW 3axTeBarba M U3daBama cepBepckux n S/MIME
cepTudukaTa, CBM OCTanm Ce TPeHYTHO A0AaTHO Hannahyjy.

5.1 MocTtynak 3axTeBarba SSL cepTtupmkara

MNpenopyuyje ce pa AMPEC kopucHuum, kopucHuum TCS ycnyre, Kpevpajy npuvBaTHUM Kibyd M 3axTeB 3a
cepTudmKaTOM Ha cepBepy Ha KOM MniaHupajy aa ynotpebe ceptudumkat. MNpeaHOCT Kpenpara KibydeBa Ha
cepsepy Ha koMe he cepTudukat 61Ut ynoTpebrbeH je Taj LWTo NnpMBaTHM Kibyd Hehe MopaTu da ce npebauyje
ca jepHor cepsepa/padvyHapa Ha apyru. Noctynak Kpenparba NpMBATHON Kiby4a M 3axTeBa 3a cepTudukar 3a
Linux nnatgopMy onucaH je y Joaatky A.

Kako 61 agMuH 3ano4deo cam npouec 3axTeBarba cepTudukaTa, noTpebHo je Aa y rnaBHOM MeHujy oaabepe
onuujy Server v nonyHu ocHoBHe MHdopMaumje o byayhem ceptudukaTy.

Y 0BOM KOpaky je onumoHo ga nu hete nonyHutu Friendly name nosrbe, oHO je Bna/bnBo camo Ha HARICA
noptany (1a), ann OHO LWITO jecTe BaXKHO je Aa y OBOM KopaKy AeduvHuweTe JOMeH 3a ceptudumkat (16) mnm
BUMLLE JOMEHA YKONIMKO BaM je noTpebHo (1B). HakoH Tora naete Ha norbe Next (1r).

HAMOMEHA: YKONUKO 3axTeBaTe MyNTUAOMEHCKM cepTudmKaT, anTepHaTMBHa AOMEHCKa MMEHa pogajete y
OBOM KOpaky, nowTo Hehe 6uTn KacHuje aytomatcku gogata u3 CSR 3axTeBa. YKOMMKO MpeckounuTe OBaj
Kopak, ceptudmkaT he 0byxBaTUT CaMO jeaHO AOMEHCKO MMe Koje HaBedeTe.
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

B My Dashboard Server Certificates / Request new certificate

B eSign Documents 1. Request 2. Validate 3. Retrieve

)
N
Domains

Certificate Requests

i i . .
UB  eSignatures Friendly name (optional)
A custom label to help you identify this certificate in your dashboard
eSeals
& Server Il testni sertifikat
B3 Code Signing
Add Domains Manually or via Import £,
= Email supported: .onion v3, Wildcard, Internationalized Domain Name (IDN)
B  Client Authentication

testamres.ac.rg v ]

Include www.test.amres.ac.rs without additional cost.

More
+ Add more domains
&  Validated Information

@ The maximum number of domains allowed per request is 100.

Data privacy statement

£ Help / Guides

Y oBom ynyTtcTBy hemo usabpatu OV ceptudmkaT (14).
HAMOMEHA: MNoTtpebHo je ogabpaTu onumjy Koja je o3Ha4yeHa kao Free.

B wyossnbome Server Certificates / Request new certificate

B  eSign Documents 1. Request 2. Validate 3. Retrieve

Y
Domains Product
Certificate Requests
B eSignatures
= Select the type of your certificate
8  Sserver
B3  Code Signing

E Emall

B  Client Authentication

More
& Validated Information
3  Data privacy statement

£ Help / Guides

< Back
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

HakoH Tora he Bac nmoptan npebauntn Ha cneaehe norbe rae hete NoTBpAMTM Baw M3bop cepTudmkaTa
KJIMKOM Ha nosbe Next (1h).

By Dasnbon Server Certificates / Request new certificate

B eSign Documents 1. Request 2. Validate 3. Retrieve
o—O
Domains Product

Certificate Requests

|i_'B eSignatures
B9  eSeals . .
Select the type of your certificate Edit
B Server
. For enterprises or organizations (OV)
B3 Code Signing , .
SSLITLS certificate that is used for secure communication between a web
server and 2 client's browser. Includes Selected
) « One or more domains
E3 Email = Information of your organization that owns/controls the domains Free
B  Client Authentication

&, Validated Information
[E3 Data privacy statement

£ Help / Guides

3aTuM je noTpebHo Aa noTBpAMTE WHMOpMauuje O OpraHu3aumju Koje Cy [OCTaB/bEHE MNPUIINKOM
perncrpauuje, KIMkoM Ha nosbe Next (1e).

Server Certificates / Request new certificate
m My Dashboard

|i_'B eSign Documents 1. Request 2. Validate 3. Retrieve

° ® O
@)
Domains Product Details

Certificate Requests

E.

eSignatures
Organization information
eSeals

Legal name

SR AKAJIEMCKA MPEXKA PEMYBNVKE CPEMJE - AMPEC

8
B3 Code Signing
=
A

Country
RS

Email

Client Authentication City
beorpag,

&, Validated Information < Back

Data privacy statement

£ Help / Guides
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Akapemcka mpexa Cpbuje

MNocTynak 3axTeBata u npubassbara cepTudukara

Ha kpajy he ce nojaBuTK Npo30op Kao npernes Balwer 3axXTeBa 3a cepTudmkar, rae je notpebHo ga WTuknmpare
Ja ce craxete ca ycnosnMa kopuwhemne (1x) n kinkHeTe Ha norbe Next (13).

B iy Dashooard Server Certificates / Request new certificate

B eSign Documents 1. Request 2. Validate 3. Retrieve

Domains Product Details Authorization Summary

Certificate Requests

B eSignatures Review the application before submitting
eSeals

Certificate Type Service Duration
& server SSLOV 1year

B3 Code Signing

Domains

EJ  Email
test.amres.ac.rs

B dlient Authentication

Organization Details

Legal name: AKAZIEMCKA MPEXXA PENYB/TMKE CPEWIE - AMPEC
More City: beorpag

Country: RS

2 . .
&, Validated Information

ina Simonovic , declare that | read and agree with, by submitting this request, the
crms of Use and the Certification Practices of HARICA. | also agree that HARICA shall
process, use and store the data from this request in accordance with the Data Privacy

Data privacy statement

£ Help / Guides

Statement.

< Back
GREEK UNIVERSITIES NI
General Commercial Registry Nu

OTBopuhe ce Npo3op Koju 3axTeBa cneundmrKaumnjy HaunHa Kpenpatba 3axTeBa:
e Auto-generate CSR — 3axTeB 3a cepTuduMKaT ce Kpenpa y caMoM NpeTpaxusady;

o Manual creation of CSR — 3axTeB 3a cepTudUKaT NPETXOAHO je KpenpaH 1 NoTpebHo ra je konupatu
Yy HapeHOM KOopaky.

AOMUH MOXe KOpUcTUTK 6uno kojy onuunjy n obe he 6utn objallrbeHe y HacTaBky.

5.1.1 Auto-generate CSR — ayToMarcko kpenpare 3axTeBa 3a cepTudukar y
npeTpaxxuBavy

Y cnyyajy ga ce oanyuute 3a Auto-generate CSR (1n) otBopuhe ce HOBM MeHu rae je notpebHo usabpatu
anropuTaM eHkpunuuje n BenuumHy Kbyya (1j), a 3aTmum noctasutun passphrase (1k). 3anamTtute OBy WwWndpy
oHa he BaM 6uTn notpebHa kapa byaete nocTasrbany cepTuduMKaT Ha cepeep. 3aTUM je HEOMXOAHO CIIOKUTU
ce ca ycnoBuMa kopuwherba (11), n KMMKHYTU Ha Norbe Generate Private Key, CSR, and submit order (1/b).
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frenemens mpene Cooule MocTynak 3axTeBarba u npubas/batba cepTudukaTta

Server Certificates / Request new certificate

1. Request 2. Validate 3. Retrieve
@ L 4 @ @ 4 O
Domains Product Details Authorization Summary Submit
Submit Request

© What is a CSR?

Auto-generate CSR or Submit CSR manually

You will create a Private Key in your browser and your CSR will be auto-generated.

© Algorithm O Key size

RSA (default) v 2048 (default) v

Tel 3 passphrase

Repeat passphrase

sesencee @

1 understand that this passphrase is under my sole knowledge and HARICA does not have access to it.

I, Katarina Simonovic¢ , declare that | read and agree with, by submitting this request, the Terms of Use and the Certification Practices of HARICA. | also agree that HARICA shall

I Generate Private Key, CSR, and submit order I

%
process, use and store the data from this request in accordance with the Data Privacy Statement.

< Back

HakoH Tora, otBopuhe ce HOBM MpO30p rae je HeonxXOAHO Aa Npey3MeTe reHepycaHn NpuBaTHU Kibyd (1M),
TO je obaBe3aH Kopak jep ce kby4 MOXe caMo Tada npey3etu. Kaga npey3meTe Kbyd, WTUKAMpaTe onuujy
Ja cTe ra npeysenu n 3ateopute npo3op (1H).

Server Certificates / Request new certificate

1. Request 2. Validate 3. Retrieve

Request submitted successfully

You have generated a Private Key and your certificate order has been submitted.

You must :

- Download your Private Key.

ATTENTION: This is the ONLY TIME you can perform this action, you cannot
download the Private Key later.

As you have selected
QV Certificate
in the next steps you have to wait our validators to review your request.

After that you can continue with the certificate issuance process.

® | have downloaded my private Key Go back to dashboard
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBatba U npubaerbatba cepTudukaTa

5.1.2 Manual creation of CSR — xonupame 3axTeBa 3a cepTuduKaT KOju je npeTxoaHo

KpeunpaH
Y cnyyajy aa usabepete Submit CSR manually notpebHO je Aa KONMMpaTu 3axTeB 3a cepTuduKaT ,
CNOXUTK Ce ca ycnoBuMa kopuwherba cepBuca N KJIMKHYTW Ha ayrme Submit request

Server Certificates / Request new certificate

1. Request 2. Validate 3. Retrieve

Domains Product Details Authorization Summary Sub’mi(

Submit Request

@ What is a CSR?

Auto-generate CSR or Submit CSR manually

Use your (already created) CSR and submit it here.

————— BEGIN CERTIFICATE REQUEST——
AL A VL ATt

GLon. Ak

I, Katarina Simonovi¢ , declare that | read and agree with, by submitting this request, the
process, use and store the data from this request in accordance with the Data Privacy Statement.

< Back Submit request

s of HARICA. | also agree that HARICA s

5.2 TMocTtynak 3axTeBara knnjeHTckux S/MIME ceptucdunkarta

Mejn cepTudukart je guruTtanHu ¢ajn Koju ce MHCTanupa Ha Mejn annukauujy kako 6u ce ocurypana 6esbegHa
Mejn KoMyHuKaumja. TexHonoruja koja To omoryhasa nosHata je kao S/MIME (Secure/Multipurpose Internet
Mail Extensions).

S/MIME KkpunTyje MejnoBe M Tako UX WTUTU Of HexerbeHor npuctyna. OBa TexHonoruja Takohe omoryhasa
Ja OuUrvTanHo noTnucyjeTe Mejnose, OQHOCHO NpyXa yBepere Aa CTe BM NerMTuMaH nowwsbanal, nopyke.
Y okBupy HARICA nopTtana moryhe je 3axTeBaTu ABe BpCTe 0BMX cepTudmkaTa:

e E-mail only - ceptndmkaTt koju notephyje BanMaaumjy mMejn agpece

e for enterprises or organizations (IV+0V) — ceptudukaTt Koju notephyje Banuaaumnjy naeHTuTeTa u
Banuaauujy opraHmsauuje

HAMOMEHA: BUTHO je HanoMeHyTW Aa je MOXesbHO Aa WMHCTUTYUMja KOjoj Kpajreu KOPUCHUK npunaga uMa
perucTpoBaH [laBanau naeHtuteta y oksmpy MAMPEC ®egepaunje MaeHTuTEeTa, KOjU je npuapyxxeH eduGAIN
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBatba U npubaerbatba cepTudukaTa

nHTepdeaepaumnju, Kao M aa Kpajbu KOPUCHUK MMa HanNor y Toj KOpUCHUYKOj 6a3un. MoTpebHo je n nogecmuTtn
aTpnbyT ca aedurHncaHom BpeaHoLwwhy
3a KpajHer KOpUCHUKa.

HAMOMEHA: Ykonmko uHctutyumja Huje aeo MAMPEC ®epepaumje NaeHTuTeTa, noTpebHo je aa kpajhu
KOPVCHWUK Kpenpa NoKanHu Hanor. JlokanHu Hanor he 61MTn f03BO/bEH CaMO 3a KpajHte KOPUCHMKE KojuMa je
notpebaH knnjeHTckn ceptudmkaT. Y cynpoTHOM, buhe geakTMBmpaH Ha nopTtany.

5.2.1 Moctynak Kpeupara SIOKaJIHOI HaJiora 3a Kpajikbe KOPUCHUKe

YKOMMKO MHCTUTYUMja KOjOj Kpajiy KOPUCHMK Mpunaja HeMa peructposaH [laBanau MAEHTUTETa Y OKBUPY
MAMPEC ®epepaumnje MgeHTuTeTa, KOju je npuapyxeH eduGAIN vHTepdeaepaumin, Kpajitb KOPUCHUK MOXE
pernctposaTu cBoj Hanor Ha HARICA nopTany flokanHo, a 3a noTpebe 3axTeBatba M Kopuwhera KIMjeEHTCKUX
S/MIME ceptudmkara.

Y ToM cny4dajy HeonxoaHo je nsabpatu Sign Up onumijy (1a).

YHARICA en| R

Login

New to HAR]
Email address

E= |

Password

=

Or

“A? Sign Up

T} Academic Login

G Npujasute ce nomohy Google-a

K UNIVERSITIES NETWORK (GUnet
IR ber: 16072940100
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Akapemcka mpexa Cpbuje

YnyTtctBo 3a TCS agMMHMCTpaTOpe

MocTynak 3axTeBakba U npubassbatba cepTudukarta

3atum he ce OTBOPWUTM MOpTan 3a perucTpauujy rae je HeonxoaHO YHeTM obaBe3He nojaTke y Mosba

obenexeHa 38e3aMUOM (*), Kao WTO je NpPMKa3aHo Ha C/IMLM UCMOA.

FVAHARICA

{ Back

Sign Up

Email address *

Type your email address

Given name *

i Type your given name

Surname *

[ Type your surname

Given name (Local language)

Type your surname in local language

Surname (Local language)

\ Type your surname in local language

Date of birth

01.01.1970

Mobile phone

ype your phone number

Password *

Confirm password *

“Required fields

EN| GR

WWWw.amres.ac.rs
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YnytctBo 3a TCS agMMHMUCTpaTOpe

MocTynak 3axTeBakba U npubassbatba cepTudukarta

HajBa)kHunju nogaTak je Baw mejn. [loMeH Mejna ce MOpa NokKlanaTyv ca NpuMapHMM AOMeHOM Bawe
opraHmsaumje Koja je npujaB/meHa Ha HARICA nopTtany (16).

Kaga 3aBpwuTte ca nonykaBakbeM nogataka KimkHeTte Sign Up (1B).

FiHARICA

< Back

Sign Up

Email address *

andrijana@amres.ac.rs

Given name *

Andrijana |

Surname *

[ v |

Given name (Local language)

| Type your surname in local language |

Surname (Local language)

Type your surname in local language |

Date of birth

01.01.1970 - I
Mobile phone

| Type your phone number I
Password *

Confirm password *

*Required fields

EN|GR

WWWw.amres.ac.rs
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

HakoH pervcrpaumje Hanora nojaesuhe BaM ce nopyka Aa je Ball Hanor KpenpaH 1 a je HeonxoAHO N3BPLUNTH
BanuaauMjy Mejna Koju cte KOpUCTUAM 3a perncrauujy nokanHor Hanora. lNposepute Balwe enekTpoHCKO
caHayye, y ciyyajy aa Bam Mejn Banvaaumje jow yBek Huje CTMrao MoxeTe KOpUCTUTU onumnjy Resend email

(1r).

HAR'CA EN| GR

Activate your account

Your account has been created.

To finish setting up your HARICA account, you have to verify your email addre ve sent

you an email to andrijana@amres.ac.rs.
Back to login page Resend email
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Akapemcka mpexa Cpbuje

MNocTynak 3axTeBakba U Nnpubassbatba cepTtucdmukarta

Y Bawe enekTpoHCKO caHayde he ctuhu Mmejn rae je notpebHO KIMKHYTW Ha Confirm email kako bucre
Banuavpanu Bawy mejn agpecy (14).

Welcome to HARICA - Activate your account

HARICA Certificate Manager (CM) <noreply@harica.gr> o

To andrijana@amres.ac.rs

@ Click here to download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this

E
Welcome to HARICA!

To activate your account and confirm that you control the email address
andrijana@amres.ac.rs, please click the link below and follow the instructions.

If you didn’t sign up with this email address at Harica CertManager
(https://cm.harica.gr), you can ignore this message or contact us at
support@harica.qgr.

Do you need any assistance? Please contact us here!
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

3atum he ce y npeTpaxuBady OTBOPUTU HOBU NPO30p, FAe je HeONXOAHO Aa KMKHeTe Ha Activate, kako bucre
akTusmpanu Hanor (11).

HAR'CA EN| GR

Welcome to HARICA

Activate your account!
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

MNojaBmhe ce HOBa Nopyka NOTBpAE Aa je Baw Hanor caga akTvBaH.

HAR'CA EN| GR

Your account has been activated

You can now log in to CertManager.

Go to login page
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

HakoH aKkTuBaumje, NpMIMKOM NpBOr SI0roBakba, HEONXOAHO je Aa NpoBepuTe Y AeCHOM yrny Aa je Baw Hanor
Npeno3HaT Kao Ae0 MHCTUTYUMje kojoj npunagate (1le).

= WAHARICA I AKAJLEMCKA MPEHKA PENYBANKE CPEVIE - .. Andrijana Todosijevic v

My Dashboard

B My Dashboard

3 oo e

) Your Dashboard is empty, proceed with a certificate request.
Certificate Requests

B eSignatures
B2 eSeals

EI Server

B3 Code Signing
E1 Email

B ClientAuth

More

&

&, Validated Information

EY Dataprivacy statement

S Help / Guides

GREEK UNIVERSITIES
NETWORK (GUnet)
General Commercial

Registry Number:
160729401000

Caja HeECMeTaHO MOXeTe Aa 3axTeBaTe U npeysuMaTe CBoje KMjeHTCKe cepTudukare.

WWW.amres.ac.rs CrpaHa 28 op 45



o AMPEC

YnytctBo 3a TCS agMMHMUCTpaTOpe

MocTynak 3axTeBakba U npubassbatba cepTudukarta

5.2.2 TMocTtynak 3axTeBata U npeysuMmara KnumjeHtckmx E-mail only ceptucpmkarta

3a 3axTeBatrbe e-mail only cepTudnkaTa HEONXOAHO je Aa y rnaBHOM MeHujy n3abepete onunjy £mai/ (1a), a

3aTum E-mail only (16).

Email / Request New Certificate

B My Dashboard

B eSien Documents

1. Request 2. Payment 3. Activation
PVA&UL[
Certificate Requests
B  eSignatures
B eseals Select the type of your certificate
8  Sserver
B ClientAuth
B IGTF Client Auth @
from
33€ year
More
$  Vvalidated Information
Y  Data privacy statement @
from
" Help / Guides 71.5€ year
For enterprises or organizations (IV+OV)
ieate to sign/encrypt email messages @
Free
3aTuMm ce knukHe Ha Next nome (1B).
Email / Request New Certificate
B My Dashboard
i Sign De it
LB  eSien Documents 1. Request 2. Payment 3. Activation

Product

Certificate Requests
B eSignatures
B3 eSeals en
Select the type of your certificate
& Server
- Email-only
B3 Code Signing S/MIME certificate to sign/encrypt emal messages.
Includes
(=] Email * Your emall addressfes)
E Client Authentication
More

&  Validated Information

Data privacy statement Email Addresses

Enter your email address

Include one or more email addresses in your certificate.

# Help / Guides

email: katarina.simonovic@amres.ac.rs

Change

Free

WWWw.amres.ac.rs
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MocTynak 3axTeBakba U npubassbatba cepTudukarta

M onet, Next (1r), unme notephyjete aa hete BanmManpaTtn Mejn agpecy 3a kojy 3axTeBaTte cepTudumkar.

Email / Request New Certificate

1. Request 2. Payment 3. Activation
Product Details Autho;ization

Select a method to validate your email address(es)

Validate via email to selected email address
Validate via email to selected email address

Selected

< Back

HakoH Tora ce warbe 3axTeB, KIMKOM Ha ayrMe Submit (14). 3axTeB he 6uTM nocnat Ha mejn.

Email / Request New Certificate

1. Request 2. Payment 3. Activation
@ & @ O
Product Details Authorization Summary

Review the application before submitting

Certificate Type Service Duration
S/MIME email-only 2 years
Emails

1. katarina.simonovic@amres.ac.rs

I, Katarina Simonovic , declare that | read and agree with, by submitting this request, the
Terms of Use and the Certification Practices of HARICA. | also agree that HARICA shall

Y
. process, use and store the data from this request in accordance with the Data Privacy
Statement.
£ Back
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Akapemcka mpexa Cpbuje

MNocTynak 3axTeBata M npubasB/batba cepTudukarta

Knvkom Ha nuMHK 13 Mejna (AoCTynaH KNUKOM Ha ped Confirm (1h)), oTBopuhe ce cTpaHuua Ha Kojoj je
noTpebHo NOTBPAMTM Aa BM KOHTpOSMULIE MEjN.

Validate your email address

katarina.simonovic@amres.ac.rs

Confirm that you own the above email address.

HakoH Banugauuje mMejna, Ha rnasHoM HARICA noptany, y cekumju Dashboard hete Hahu 3axTeB 3a
ceptudukart. NMoTpebHo ra je nokpeHytn (le).

Ready Certificates

Product

3atmum he BaM ce nojaBuTM NPO30p Ca onuujama 3a Kpenpame ceptudukarta. OBae je AaT NpuMep Kako To
MOXeTe ypaauTun ANPEKTHO KopuwheweM passphrase (1), ann MoXeTe TO ypaantn n kopuwmherem CSR
dajna.

MoTpebHo je n3abpatu anropMtaM eHkpunumje n BennumHy kibyya (13), a 3aTum nocrasutn passphrase (1n).
3anamtute oBy wudpy oHa he Bam 6Butm notpebHa kaga 6ymete KopucTunm ceptudukaTt. 3aTtum je
HeonxoAHOCe CIOXMTU ce ca ycnoBmMa kopuwhersa (1j) u KNMKHYTU Ha nosbe Enroll Certificate (1k).
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Akapemcka mpexa Cpbuje

YnytctBo 3a TCS agMMHMUCTpaTOpe

MocTynak 3axTeBakba U npubassbatba cepTudukarta

Certificate Enrollment

Generate your certificate in .p12 format.

Submit CSR manually

Use your (already created) CSR and submit it here.

or

Set a passphrase to protect your certificate. Please note that the passphrase is required to use the certificate and should therefore be
secured and not forgotten.

Algorithm Key size

RSA (default) N 2048 (default) v

Set a passphrase

sscssces @
‘Confirm passphrase

I I understand that this passphrase is under my sole knowledge and HARICA does not have access to it.

B ¢

HakoH Tora he ce nojaBuTy Npo30p rae MOXeTe Aa npeysmere ceptudukat (1n1).

Get your certificate

o Your certificate is ready. Press the Download button to retrieve it.

ATTENTION: This is the ONLY TIME you can perform this action, you cannot download the certificate later.

Close

Takohe, y My Dashboard cekumjn Ha HARICA nopTtany Hanase ce naHenun ca uHdopmauujama o CTamy CBMX

cepTuduKaTa Koje je KOPUCHMK NOTPaXkmBao. Ty Ce Hanase CBM CEPBEPCKUM U KITMJEHTCKM CEPTUdUKATH KOoju
Ce MOry npeyseTu y CBaKOM TPeHYTKY.
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

5.2.3 Mocrynak 3axTeBawa knamjeHTckux (IV+0V) email ceptudukara

3a 3axTeBame S/MIME IV+0OV cepTudmkaTa HEONXOAHO je Aa y rMaBHOM MeHujy usabepete onuunjy £mail (1a),
a 3aTuM For enterprises or organizations (IV+0V) (16).

Email / Request New Certificate
E My Dashboard

[Li:] €Sign Documents

1. Request 2. Payment 3. Activation
O
Product
Certificate Requests
li_'B eSignatures
9 eSeals .
Select the type of your certificate
ﬁ Server
Email-only
S/MIME certificate to sign/encrypt email messages
Includes
* Your email addresses)
Free
B ClientAuth
For indivi or sole i ips (IV)
B IGTF Client Auth S/MIME certificate to sign/encrypt email messages.
Includes
* Your email addresses)
* Your personal information from
33€ year
More
& Validated Information For enterprises or organizations (OV)
S/MIME certificate to sign/encrypt email messages.
£ Datapri iat : Includes
ata privacy statemen! * Your email addressfes)
« Information of your organization from
& Help / Guides 71.5€ year
For enterprises or organizations (IV+OV)
CAEEK UNIVERSITIES NETWORK (CUnet) S/MIME certificate to sign/encrypt email messages.
General Commercial Regisiry Number: 160729301000 Includes
* Your email addressfes)

* Your personal information

Free
« Information of your associated organization
3aTuMm ce knukHe Ha Next nombe (1B).
i Sign D ts
m clgn Documen 1. Request 2. PEYI’HCHT 3. Activation
O
Product
Certificate Requests
B eSignatures
B8  eSeals .
Select the type of your certificate Change
E| Server
= . For enterprises or organizations (IV+OV)
Code Signing S/MIME certificate to sign/encrypt email messages. VS
Includes: | Selected )
_ * Your email addresstes) S
Email

« Your personal information
+ Information of your associated organization

Free

=
B Client Auth
-]

IGTF Client Auth

Enter your email address
More

& validated Information Email Addresses

Include one or more email addresses in your certificate.
EY Data privacy statement

email: katarina.simonovic@amres.ac.rs

£ Help / Guides

GREEK UNIVERSITIES NETWORK.
General al Registry Numbe
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AMPEC

YnytctBo 3a TCS agMMHMUCTpaTOpe

MocTynak 3axTeBakba U npubassbatba cepTudukarta

Y 0BOM kOpaky je noTpebHo aa nonyHuTe noaaTtke o cebu (1r), koju ce Mopajy nmoknonuTh ca nogaumma y
naeHTMdMKaUMoHMM JOKyMeHy koju hete nmpunoxutu (14). HakoH Tora ce knuvkHe Ha Next norwe (1h).

Product

Certificate Requests

Details

B eSignatures

eSeals

8  Server

BJ Code Signing

EJ  Email

H ClientAuth

B  IGTF Client Auth
More

,_{1 Validated Information

Data privacy statement

el

Help / Guides

My personal information (Given name and Surname) is accurate and fully matches (letter-by-letter)
the information in the uploaded identity document.

Given name (in latin characters)

@ Confirm that your personal information is accurate

Surname (in latin characters)

KATAPMHA CMOHOBWTR ’
Country Address
Serbia v Beograd ’

Please fill at least one of the following (required)

City

State or province

Begrad

Type your state or province ’

GREEK UNIVERSITIES NETWORK (GUnet)
General Commercial Registry Number: 160729401000

@ Upload identity documents

Upload a personal identification card, passport, driver's license, or other form of government
generated photo |.D.

© LK - Katarina Simonovi¢_pdf

Select file

< Back

MoTephyjeTe nogaTke 0 opraHM3aumju KIMKoMm Ha Next nore (1le).

B My Dashboard

B  eSign Documents

Certificate Requests
B eSignatures
B3 eSeals
8  Server
B Code Signing
E) Email

Client Auth

B IGTF Client Auth

More
& Validated Information

F3  Data privacy statement

£ Help/ Guides

Email / Request New Certificate

1. Request

3. Activation

2. Payment

Product

Details

‘Organization information

Legal name
AKAIEMCKA MPEXA PEMYBIKE CPEMIE - AMPEC

Country
RS

City
Beorpag,

Organization identifier
VATRS5107138471

€ Back

WWWw.amres.ac.rs
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MocTynak 3axTeBakba U npubassbatba cepTudukarta

W onet, Next (1>x), umme 3anounrbeTe NoCTynak Banuaauuvje Mejn agpece.

Email / Request New Certificate

1. Request 2. Payment 3. Activation

Product Details Autho;ization

Select a method to validate your email address(es)

Validate via email to selected email address

Validate via email to selected email address
Selected
( BBCk m

HakoH Tora ce wasbe 3axTeB, KIMKOM Ha ayrme Submit (13), n yeka ce opobpere ceptudukara.

1 Request

s &

L 4 b
Product Details

Review the application before submitting

Certificate Type Service Duration
S/IMIME IV+OV 2 years
Emails

1. katarina simonovic@amres.ac.rs

Subscriber Details
Given name: KATAPUHA
Surname: CUMOHOBUR
Country:RS

City: Begrad

State or province:
Address: Beograd

Organization Details

Legal name: AKAJEEMCKA MPEYKA PEMYE/WKE CPBMIE - AMPEC
City: Beorpaa,

Organization identifier: VATRS-107138471

Country:RS

Supporting Documents
Document Type Files

\dentity Document +LK - Katarina Simonovie pdf

Authorization Method
Method Files

I, Katarina Simenovi¢ , declare that | read and agree with, by submitting this request, the
Terms of Use and the Certification Practices of HARICA. | also agree that HARICA shall

process, use and store the data from this request in accordance with the Data Privacy
Statement.

€ Back
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Akapemcka mpexa Cpbuje

MocTynak 3axTeBatba U npubaerbatba cepTudukaTa

5.3 Mocrtynak ogobpaBamwa SSL ceptucdmkara

[a 6u ceptudumkat 6Mo ogobpeH HeonxoaHO je Aa To ogobpere aohe oa KOpUCHMKA KOju uMma Enterprise
Approver ynory. [loctynak poperovBawa Enterprise Approver ynore je objawreH y pgeny 3.1,

HAMOMEHA: Huje moryhe na kopucHuk cam cebu ono6pm ceptudpmkar.

5.3.1 MNocrynak ogo6paBamwa SSL cepTudukara

Kako 6w Enterprise Approver ogobpuno ceptndmkaT NoTpebHO je Aa y rMaBHOM MeHujy oaabepe onuujy
Enterprise (1a), 3aTUM y MeHUWjy Apyror HMBoa onunjy SSL Requests (16).

= WHARICA 0 Enterpris rise Manager AKALEMCKA MPEXA PEMYB/IMKE CPEMJE - ... Katarina Simonovic v
&a Admin

B My Dashboard B SSL Requests

B eSign Documents

Code Signing

& S/MIME Certificate Requests

Certificate Requests es

S/MIME Certificates

B  eSignatures
Product Validity Information

B3 eSeals

SSL ov test10.amres.acrs
a Server

B3 Code Signing
SSL ov testni sertifikat

=3 Email

B Client Authentication [ ov testsp2(rucni_csr)
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MNocTynak 3axTeBata M npubasB/batba cepTudukarta

OTBopuhe ce nNpo3op ca CTaTUCTUKaMa cepTudukaTa 3a Ty opraHuzaumjy. Pending Tab (1B) ce ogHOCK Ha
cepTudukaTe Koju 4vekajy ogobpeme. Y OKBMpPY ucTe cekuuje mory ce Hahm nogaum o cBuMm opobpeHum
cepTndmrKaTMMa, Kao n oabujeHnmM,

HeonxoaHo je ga ce y okBupy Pending ceptudmkaTta, KIMKHE Ha MKOHWULY Y NPOAYXeETKY cepTudukaTa Koju
»xenumo aa ogobpumo (1r).

&0 Enterprise @& Enterprise Manager AKATIEMCKA MPEXA PEMYB/IMKE CPEVIE - .. Katarina Simonovic +

Enterprise SSL Re: ts/Reviews

Pending o ady o Completed o Cancelled @
Y Filter { by domain, type etc... ]

Domains Email Created At

ov test.amres.ac.rs katarina.simonovic@amres.a... 23/04/2025

Ha ekpaHy he ce nojaBuTn HOBM MpO30p, rAe je HeonxoaHo Aa 'y Message feny CTaBUTE HEKWU TEKCT, OBAE Y
npumepy je 1o ,0K" (14). MoxeTe 1 KopucHuKka fa obaBecTuTe Aa My je 3axTeB 3a cepTudukat ogobpeH (1h),
a Ha Kpajy knukHeTe Accept (1le). Ha oBaj HauuH je cepTudukat ogobpeH, n KopucHuk he nobutu mejn o
TOMe.

N N s ey re { iy SN, B NSNS

v Katarina’Si ié - katarina.si i acrs

a65dc373-6db9-4f84-a363-20bafb80440a

g e SSLOV
+ Organization Validated X Value amres.acrs
x Reviewed 0 s
Consent Created  2025-04-23T10:30:26.083126 { ‘Oventle, ) )
Certific +/ Domains ([Browse.] N fle selected. /\
Message
iB e
ok
3 e
8 s
B3 c
®
B E
< Inform user
A c
More P

Close

&  Vanaatea intormation
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MNocTynak 3axTeBata M npubasB/batba cepTudukarta

5.3.2 Moctynak opo6paBama KinjeHTckux (IV+0V) email ceptnpmkarta

Kako 6w Enterprise Approver ogobpuno ceptndmkaT NoTpebHO je Aa y [MaBHOM MeHujy oaabepe onuujy
Enterprise (1a), 3aTUM y MeHWjy Apyror H1uBoa onuunjy S/MIME Certificate Requests (16).

= WIHARICA &0 Enterprise

nterprise Manager

& Admin
E My Dashboard E' SSL Requests
|i_'B eSign Documents & SSL Certificates

S/MIME Code Signing

¥ S/MIME Certificate Requests

Certificate Requests es

¥ S/MIME Certificates

OTBoOpuhe ce nNpo30p ca CTaTUCTUKaMa cepTudukaTta 3a Ty opraHusaumjy. Pending Tab (1B) ce ogHOCK Ha
cepTudmkaTe Koju uvekajy opobperbe. Y OKBMpY UCTe cekumje mory ce Hahu nogaum o cBuMm ogobpeHum
cepTndmrKaTMMa, Kao U oabujeHnmM.

HeonxoaHo je ga ce y okBupy Pending ceptudmkaTta, KIMKHE Ha MKOHWULY Y NpoAYyXeTKy cepTudukaTa Koju
xenumo aa ogobpumo (1r).

Completed o Canceled o

Y Filters |

Filter by user details, organization... ‘

Type User details Organization Created

& Ivov Katarina®Simonovié - katarina.simonovict AKAOEMCKA MPEXKA PENYBSUKE ... 2025-05-22T0%:23.... Waiting for: 1 task
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MNocTynak 3axTeBata M npubasB/batba cepTudukarta

Ha ekpaHy he ce nojaBuTn HOBa CTpaHuUUa, rAe je HeonxoaHo Aa y Message neny CraBuUTe HEKW TEKCT, OBAE
y npumepy je 10 ,0K" (14). MoxeTe 1 KOpucHMKa aa obasectute ga My je 3axTeB 3a ceptudukaTt ogobpeH
(1h), a Ha Kkpajy knukHeTe Accept (1e). Ha oBaj HauuH je cepTudmkat ogobpeH, n kopucHuk he gpobutn mejn
0 TOMe.

S/MIME IV+OV
Validated % Value C i
X Natural Person ( openfie
izati Revi 0 ( Choose File|No file ch

Organization Created  2025-05-22T09:23:59.454063 o0se Fll|Ho fle chosen J

Emails FN:
Country Email LN

. N ) CRS
Serbia v atarina.simonovic@amres.ac.rs L:Beograd
ADD:Beograd
First name Locality E:katarina.simonovic@amres.ac.rs
There are non acceptable characters
KATAPMHA Beograd ‘
Mes:
Last name State or province
ok
CHMOHOBM |
Address
Beograd
o®

 Inform user

-
[ Close
AN

5.4 TMocTtynak npey3uMarba cepTudukaTa

Kako 61 KOpMCHWK MOrao Aa npey3me M KOpUCTM CBOj cepTudumkaT HeomnxoaHo je aa Ha HARICA noprtany
opabepe onuwnjy My Dashboard (1a). Ty ce Hanase naHenun ca uHdopmaumjama o CTarby CBUX cepTuduKaTa
KOje je KOPUCHWK MOTpa)kmBao.

5.4.1 MNocrynak npey3uMmama SSL ceptudpmkara

[la 61 KOpUCHUK Npey3eo cepBepckn cepTudmKaT, HEONXOAHO je Aa KNMKHe Ha Download nkoHuuy, ca AecHe
CTpaHe cepTudukaTa (16).

= WIHARICA &0 Enterprise AKALEMCKA MPEXA PEMYB/IMKE CPEWIE - ... Katarina Simonovic v

My Dashboard

[ My Dashboard

Certificate Requests Valid Certificates
B  eSignatures
Product Validity Information
[ eSeals
ssL eV grafanal.amres.ac.rs
E. Server
B Code Signing
E Email
B  Client Authentication
Cancelled Requests
More Product Details Information Actions

& Validated Information
SSL ov ni test sertifikat (csr manual)
Data privacy statement
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MocTynak 3axTeBatba M npubaerbatba cepTudukaTa

OtBopuhe ce HOBM Mpo30op ca MHdOpMauvjamMa O CaMOM cepTuduKaTy. 3a npey3umame cepTudukaTta
HEeONxoAHO je KIMKHYTM Ha Download nome (1B), y okBMpy Kora je Moryhe npeysetu ceptudukart y
oproapajyhem ¢opmaty. AMPEC KopucHMum Hajuewhe kopucte PEM dopmar (1r).

Certificate ) ¢

Details Download Revocation Notifications Order

You can downl Certificate in a variety of formats, depending on your needs.

< DER > DER CA PKCS#7 PEM
(chain) bundle
i ) Typical text
. . . Typical binary Typical text format including
Typical text Typical binary format of the format including all certificate
format format Issuing Authority all certificate chain along with
Certificate chain the cross
certificate

If your Certificate's Private Key is installed in a cryptographic device (token), you can download the DER and DER (CA) files and import them to your device
through the token's management software. Otherwise, you can download the PEM, PEM bundle files and along with the Private Key file that you created

earlier during the request process (privateKey.pem), visit https:/www.harica.gr/en/Tools/PemToP12 and convert them into a single .p12 file which is used

by various operating systems/applications.

HAMOMEHA: Morve Notifications cnyxu ga ce y ciyyajy Aa je notpebHo Aa ce NpoOMeHn Mejn agpeca Ha Kojy
he ctu3aTtn noaceTHUUM nNpesa uctek ceptudmkaTta. NoceTHMK 0 ucteky ceptudukata he 6utn nocnat 15, 5 1
nocneaHer AaHa npeg ucTtek.

5.4.2 TMoctynak npey3suMatba kKnujeHTckux (IV+0V) email ceptudukara
HakoH wTo Enterprise Approver opobpn knnjeHtckn (IV+0V) email ceptudmkat, oH he ce Hahu Ha

HARICA noptany (My Dashboard) y Ready naHeny. (1a). HeonxogHo je nokpeHyTu komaHpy Enroll your
Certificate (16).

Ready Certificates e

Product Validity Information Actions

S/MIME v ov katarina.simonovic@am... Enroll your Certificate 16

3atum he BaM ce nojaBuTM NPO30p Ca onnuMjaMa 3a Kpeupame cepTudmkaTta. OBae je AaT NpMMep Kako To
MOXETe YpaauTU OMPEKTHO kopuwhereM passphrase (1B), ann MoxeTe TO ypaautu u kopuwherem CSR

dajna.
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ﬁ AM P EC YnytctBo 3a TCS aaMuHUCTpaTOope
L Akapemcka mpexa Cpbuje

MocTynak 3axTeBakba U npubassbatba cepTudukarta

MoTpebHo je n3abpatu anroputaMm eHKpunumje 1 BennYMHy Kbyya (1r), a 3aTum nocraBuTtn passphrase (14).
3anamTtuTe 0By WKdpy, oHa he Bam 6utn notpebHa kaga byaete kopucTtunm ceptudmkar. 3aTMM je HEOMXOAHO
C/NIOXWTK Cce ca ycnoBuMa kopuwhera (1H), n knukHyT Ha noree Enroll Certificate (1e).

Certificate Enrollment

( Generate Certificate > i ( Submit CSR manually )
or

Generate your certificate in .p12 format. Use your (already created) CSR and submit it here.

Set a passphrase to protect your certificate. Please note that the passphrase is required to use the certificate and should therefore be

secured and not forgotten.
Algorithm Key size
RSA (default) hd 2048 (default) v

Set a passphrase

(IITYTYT ] @ ‘

Confirm passphrase

ssssssns @ ‘

| understand that this passphrase is under my sole knowledge and HARICA does not have access to it.

le

HakoH Tora he ce nojaBuTM npo3op rae MoxeTe [Aa npeysmete ceptudmkat  (1x).
Takohe, y My Dashboard cekumjn Ha HARICA nopTany Hanase ce naHenu ca MHdopMaumjama o CTakby CBMX
cepTudukaTa Koje je KOpUCHMK NOTpaXkmBao. Ty Ce Hanase CBUM CEPBEPCKMM U KITUJEHTCKN CepTudmMKaTh Koju
ce MOry npey3eTu y CBakOM TPEHYTKY.

Get your certificate

Press the Download button to retrieve it.

0 Your certific

ATTENTION: This is the ONLY TIME you can perform this action, you cannot download the certificate later.
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JopaTaK A - Kpeupame 3axTeBa 3a
ceptiduKaT

Kpenpare 3axTeBa 3a ceptudukaTt 3a jeaHO AOMEHCKO uMe (SSL) 1 3a cBa NnoAAOMEHCKa MMeHa
jegHor gomMeHa ca Basavgaumjom opraHmsaumje (wildcard)

AopaTtak A — Kpeupamwe 3axTeBa 3a

ceptupukar

1 Kpeupamwe 3axTeBa 3a cepTudmkaT 3a jeqHO AOMEHCKO
nMme (SSL) n 3a cBa NnoAAOMEHCKa MMEeHa jeaHOr AOMeHa
ca sanupaaumjom opranusaumje (wildcard)

Mpenopyyyje ce npa AMPEC KopuCHMUM Kpeupajy nap npuvBaTHW/jaBHW K/byd M 3axTeB 3a cepTudukaT Ha
cepBepy Ha KOM nnaHupajy ga ynotpebe ceptudmkat. MpeaHoCT Kpenpama KibyyeBa Ha cepeepy Ha kome he
ceptudukat 6utn ynoTpebrbeH je wWTO npuBaTHM Kbyd Hehe mopatM Aa ce npebauyje ca jegHor
cepBepa/padyHapa Ha apyri.

Mpenopy4yje ce ynotpeba copTBepckor anata Ha Unix/Linux onepaTMBHWM cucTeMuMma.

KOPAK 1

[da 6u AMPEC KOpWUCHWK Kpeupao nap npvBaTHOr/jaBHOr Kbyda M 3axTeB 3a ceptudukaTt y OpenSSL
copTBEPCKOM anaTty, HeonxoAaHo je kopuwhere wabnoHckor (template) koHdurypaumoHor dajna. 3a
Kpeunparbe 3axTeBa 3a cepTudumKaT ca jeAHUM AOMeHCKMM nMeHoM noTpebHo je ca AMPEC Beb-cajta npey3eTn
WwabnoHckn KoHpurypaumonu dajn 1 npebaunTu ra Ha cepBep/padyHap Ha kome he ce KpenpaTu
nap KbyyeBa M 3axTeB 3a ceptudmkar. MNpenopydyje ce ga wabnoHCckM KoHPUIypaunoHn byae noctaBibeH Y
nocebaH anpekTopujyM Koju he 6UTn HaMereH 3a Kpenparse napa NpuBaTHOM/jaBHOr K/iby4a M 3axTeBa.

KOPAK 2

Ha cepsepy Ha kome ce nnaHupa ynotpeba ceptudmkaTa NoTpebHO je NO3ULMOHWMPATKU Ce Y ANPEKTOPUjyMy
roe ce nnaHupa Kpevparbe napa MpuBaTHOI/jaBHOr K/byda M 3axTeBa 3a ceptudukat. 3a Unix/Linux
onepaTvBHe CUCTEME, 3a nodeTak NoTpebHo je n3BpmnTK cneaehy KoMaHay:

[server]#umask 0377
MocmMaTpaHOM KOMaHAOM Ce NMOoCTaB/bajy aAekBaTHe nepMucunje Ha ceuM dajnosmma koju he 6utn Kpenpanu y
MOCTYNKY Kpeupara napa NnpvMBaTHOr/jaBHOr Kiby4a.
KOPAK 3
Y KoMaHAHOj NnHUju cepeepa ca Unix/Linux onepaTvBHMM CUMCTEMOM, MOTPEbHO je MOKpeHyTM KoMaHay 3a

reHepucare NpUBaTHOr K/byya M 3axTeBa 3a CepTMdUKaT y koMe he 6UTU caapaH jaBHU Kibyy:

[server]# openssl req -new -config SCSreq.cnf -utf8 -sha256 -keyout myserver.key -out
myserver.csr

HAMOMEHA: y okBupy koMaHae moryhe je nogecutv u gogatHe napaMeTpe, Kao LWTO je HNp. BeNnYMHa Kibyya,
onuujom -newkey rsa. 4096, nin NPOMEHUTU HNP. Sha anropuTam onunjom -shas12.

HakoH nokpeTara KoMaHae agMuHucTpatop he gobutn HM3 nuTama Ha Koje je noTpebHo ga oarosopu y
cKnagy ca nogauvma koju Tpeba ga 6yay ynucanHu y ceptudmkaty (O3Haka 3emsbe, Jlokauuja-rpag,
NHcTuTyumja, Hasue opraHmsaumoHe jegnHuue, FQDN mnme cepeepa). FQDN nMe cepBepa npeactaB/ba MMe
JoMeHa Koje he 6utn 3awTnheHo SSL/TLS ceptndmkaTom.
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JopaTaK A - Kpeupame 3axTeBa 3a
ceptiduKaT

Kpenpame 3axTeBa 3a cepTudumkaTt 3a BULLE AOMEHCKMX MMEeHa Ca BanMagauMjomM opraHusauumje

HAMOMEHA: Y cnyuyajy Kpeupama 3axTeBa 3a wildcard ceptudukat, npunvkoMm ynucuBarba FQDN mMMeHa
noTpebHo je ucnpen AoMeHa 3a Koju ce cepTudUKaT 3axTeBa HaBECTU T3B. wildcard kapkaTep *, Ha npuMep
* amres.ac.rs. loMeH *.amres.ac.rs npeacras/ba cBa Moryha noaaoMeHcka MMeHa AOMeHa amres.ac.rs.

HakoH nonyHaBarba CBUX HEOMXOAHWUX NojaTaka, y AMpekTopujyMy he 6UTu kpempaHa ABa HoBa dajna:
myserver.key — NpUBaTHN Kibyd cepTUdUKaTa;
MYSErver.csr — 3axTeB 3a CEPTUMUKAT Y KOME Ce Hanasu jaBHU Kibyd cepTudukara.

MpvBaTHM K/by4d OCTaje Ha cepBepy U He cMe 6uTK jaBHO gocTynaH. ®ajn myserver.csr npeacTaB/ba 3axTeB 3a
ceptudukat n cagpxaj osor dajna Tpeba npekonvpatM Ha SCM noptan y KOPAKY 2 3a 3axTeBare
ceptudukata. Cagpxaj .csr ajna ce Moxe npoumTtati 6mno Kojum TekcT egutopom (vi, nano, joe, uta.).

2 Kpeupame 3axTeBa 3a cepTuukar 3a BULLE JOMEHCKUX
MMeHa ca BaimaaumjoM opraHusauuje

Mpenopyyyje ce npa AMPEC KopucHMUM Kpeupajy nap npuvBaTHW/jaBHW K/byd M 3axTeB 3a CcepTUdUKaT Ha
cepBepy Ha KOM niiaHmpajy Aa ynotpebe ceptudumkart. NpeaHOCT Kpenpaka KibyveBa Ha cepBepy Ha kome he
ceptudukat 6utm ynoTpebrbeH je wWTO npumBaTHM Kbyd Hehe MopaTM ga ce npebauyje ca jegHor
cepBepa/padyHapa Ha apyri.

Mpenopyuyje ce ynotpeba codTBepckor anata Ha Unix/Linux onepaTMBHMM cucteMmnMa.
KOPAK 1

Oa 6u AMPEC KOpPWMCHMK Kpeupao nap MpuBaTHOr/jaBHOr K/byya W 3axTeB 3a ceptudukat y OpenSSL
copTBEPCKOM anaTty, HeonxoAaHo je kopuwhere wabnoHckor (template) koHdurypaumoHor dajna. 3a
Kpeuparbe 3axTeBa 3a cepTudmKaT ca BuLE AOMEHCKMX MMeHa noTpebHo je ca AMPEC Beb-cajta npeyseTtu
WwabnoHckn KoHdUrypauuoHn dajn n npebaunMtn ra Ha cepsep/padyyHap Ha kome he ce
KpenpaTu nap Kby4yeBa U 3axTeB 3a cepTtudukaTt. Mpenopydyje ce aa wabnoHcku KoHbUrypaumonu yae
nocTas/beH y nocebaH anpekTopujyM Koju hie 6utM HaMmereH 3a Kpenparbe napa npuMBaTHOr/jaBHOr Kiby4a U
3axTeBa 3a cepTMdUKaTOM.

KoHdurypaumonn dajn je noTtpebHO M3MeHMTW y cKnagy ca AOMEHCKMM WMMeHMMa Koje

AAMWHUCTPATOP >XeNnu Aa 3awTutn ceptnudmkatoMm. KoHdurypaumonn dajn ce Moxe OTBOPUTU BUIO KOjUM

TekcT eautopoM (vi, nano, joe, uta.) n wmaMmeHuTn. Cagpxaj wWwabnoHckor KoHdurypaumoHor dajna
je maT y HacTaBky:

[req]

default_bits = 2048

default_keyfile = keyfile.pem
distinguished_name = req_distinguished_name
encrypt_key = no

req_extensions =v3_req

[ req_distinguished_name ]

countryName = Oznaka zemlje (2 znaka)
countryName_default = RS

countryName_min =2

countryName_max =2
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JopaTaK A - Kpeupame 3axTeBa 3a
ceptiduKaT

Kpenpame 3axTeBa 3a cepTudmkaTt 3a BULLUE AOMEHCKMX MMEeHa Ca BannMagauMjomM opraHusaumje

stateOrProvinceName = Pun naziv drzave

localityName = Lokacija (mesto)
postalCode = Postanski broj
streetAddress = Ulica i broj
organizationName = Zvanicni naziv institucije
0.commonName = FQDN adresa servera
0.commonName_max = 64

[v3_req]l

subjectAltName = @alt_names

[ alt_names ]

DNS.1 =
DNS.2 =
DNS.3 =

Ceaku cepTudmKaT 3a BULLIE JOMEHCKMX MUMEHA LUITUTK jeaHO rNaBHO AOMEHCKO MMEe cepBepa U NoTOM BuLle
anTepHaTUBHUX WMeHa. Y KOHbUrypaumoHu ajn ce MNpUINKOM W3MeHe Aaofdajy camo
anTepHaTMBHa UMeHa, Aok he ce rnmaBHO AOMEHCKO MMe JoAAaTW Y HapegHOM KOpaKy, NPUMKOM Kpeupaha
napa npvBaTHOI/jaBHOI K/by4a W 3axTeBa 3a cepTudmKaToM.

N3meHe koHdurypaumoHor dajna je notpebHo M3BpwMTK camo y geny ucnog ,[alt_names]". Ykonuko Hnp.
AAMUHUCTPATOP XXeNn Aa 3aWTUTH YKYNHO 6 JOMEHCKMX MMeHa Y jeaHOM cepTudukaTy, jeaHo ume ce ogpehyje
3a MNaBHO AOMEHCKO MME, @ OCTanMX 5 AOMEHCKMX MMeHa je nNoTpebHOo ynucaTu y KoHdurypaumoHn dajn

y peny ucnog ,[alt_names]" npatehu gatn wabnoH (DNS.1, DNS.2, DNS.3, DNS.4 n DNS.5).
YKONMKO aAMMHUCTPATOP XXEeNW Aa 3alTUTU HMp. 2 AOMEHCKa MMeHa, jeAHO uMe ce oapehyje 3a rnaeHo, a
ApYyro ce ynucyje y koHdurypaumonm dajn y peny ucnog ,[alt_names]" noag npoMeH/LMBOM
DNS.1, pok je octane yHoce (DNS.2 n DNS.3) notpebHo obpucatv jep He MOCTOjU BuUwWE Of jeaHor
anTepHaTUBHOI JOMEHCKOr MMeHa Koje ce WTuTu. [lakne, y koHdurypaumoHom dajny je notpebHo aa nocroju
X yHOCa anTepHaTMBHMX MMEHa NpU YeMy CBaku YHOC MMa npomeHbuy DNS.X.

N3mereHn KoHbUrypaumoHu dajn je noTpebHo cavyBaTV M KOPUCTUTW Y HApPeaHOM KOpaky.
KOPAK 2

Ha cepsepy Ha koMe ce nnaHupa ynotpeba ceptudukata NnoTpebHO je No3MUMOHNPATK Ce Y ANPEKTOpUjyMy
rae ce nnaHupa Kpevpame napa npuBaTHOr/jaBHOr Kbyya M 3axTeBa 3a ceptudmkatoM. 3a Unix/Linux
onepaTuBHe CMCTeMe, 3a Nno4veTak NoTpebHo je n3BpwnTK cneaehy KomMaHay:

[server]#umask 0377

MocMaTpaHOM KOMaHOM ce NMoCTaB/bajy aaekBaTHE NepPMUCHje Ha CBMM dajnoBuMa Koju he 6UTh KpenpaHu y
MOCTYNKY Kpenpatba napa NpuMBaTHOM/jaBHOM Kibyya.
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JopaTaK A - Kpeupame 3axTeBa 3a
ceptudHmKkar

Kpenpame 3axTeBa 3a cepTudumkaTt 3a BULLE AOMEHCKMX MMEeHa Ca BanMagauMjomM opraHusauumje

KOPAK 3

Y KOMaHAHOj NnHMju cepBepa ca Unix/Linux onepaTMBHMM CUCTEMOM, MOTPEBHO je MOKpeHYTU KOoMaHAay 3a
reHepucare NPMBaTHON K/by4a M 3axTeBa 3a cepTudukaT y kome he 6utn cagpXaH jaBHU Kibyu:

[server]# openssl req -new -config MultiSCSreq.cnf -utf8 -sha256 -keyout myserver.key -out
myserver.csr

HAMOMEHA: y okBupy koMaHae mMoryhe je nogecutu n fogaTHe napaMeTpe, Kao LUTO je HNp. BeMYMHA Kiby4a,
onumjom -newkey rsa.:4096, niv NPOMEHUTW HNpP. Sha anroputam onuujom -shasi12.

HakoH nokpeTarwa KomaHae agmuHucTpatop he gobutn HM3 nuTama Ha Koje je noTpebHo ga oarosopu y
cknagy ca nogaumma koju Tpeba ga 6yay ynucaHu y ceptudukaty (O3Haka 3emsbe, Jlokaumja-rpag,
NHcTuTYyumnja, Hasme opraHmnsaumoHe jeamHuue, FQDN nuMe cepeepa). FQDN uMme cepsepa npeacras/ba riaBHO
JOMEHCKO MMe koje he 6utn 3awTtmheHo SSL/TLS ceptudukaTtoM. AnTepHaTMBHa AOMEHCKA MMeHa cy Beh
yrnucaHa y KoHduUrypaumoHn gajn y neny ucnog, ,[alt_names]" n 6buhe aytomaTtcku yHeTa y
3axTeB 3a cepTuduKar.

HakoH nonyraBara CBUX HEOMXOAHMX noAdaTaka, y avpektopujymy he 6utn kpevpaHa ABa HoBa dajna:
myserver.key — NnpuBaTHU Kiby4 cepTudmkaTa;
myserver.csr — 3axTeB 3a cepTuduKaT Y KOMe Ce Hanasu jaBHU Kibyd cepTudukarta.

MpuBaTHM KIbYY OCTaje Ha cepBepy 1 He cMe buTu jaBHO pgocTynaH. dajn myserver.csr NpeAcTaB/ba 3axTeB 3a
ceptudukat n cagpxaj osor dajna Tpeba npekonvpatM Ha SCM noptan y KOPAKY 2 3a 3axTeBarbe
ceptudukata. Cagpxaj .csr hajna ce Moxe npoumtaTv 6MnNo Kojum TekcT eautopom (vi, hano, joe, uta.).
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