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YBop

1 Ysoa

Y 0BOM AOKyMeHTy AedwuHuwy ce npaBuna v ONwTK ycnosu kopuwherwa ycnyre msgasamwa TCS (7Trusted
Certificate Service) ceptudukaTta og crpaHe AMPEC-a, Ha Koju HaumH AMPEC kopucHMK OCTBapyje cBoje
npaBo Ha kopulwhere OBe Yycnyre, Kao 1 nNpaBa U obaBe3e KOPUCHWUKA OBe YCryre.
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MpaBnaHuk kopuwhemwa ycnyre usgaesarwa TCS cepTudmKata

Onuc ycnyre nsgasamwa TCS ceptudmkara

2 Onuc ycnyre nspasama TCS cepTtucdpmkarta

[aHac noctoju cBe Beha noTpeba 3a AuruTanHMM CcepBepckuM cepTudmkaTuma Koju omoryhaBajy
YyCNnocCTaB/batbe CUMyPHMX KaHana KOMyHuKauuje. [a 6u KopucHMUM NpWIMKOM npucTyna cepsepy (Beb-
cepBep, UMejN-cepep M CN.) Mpey3enu noaaTke, NMPUCTYNWAM OCET/bMBMM MoAauMMa WKW Janu Ha yBua
oceT/bMBe nogaTtke (HMp. KOPUCHMYKA MMeHa) Mopajy BUTn CurypHu aa cy npucTynuauv npaBoM cepBepy Te
[a je KoMyHMKaumja ca cepBepoM curypHa (HMKO He MOXe Aa npecpeTHe/npoynTa U/unm NpoMeHn nogaTke),
OJHOCHO KpWUMTOBaHa.

Kopnwhewe SSL/TLS TtexHonorunje omoryhaBa TpaXeHy CUIypHOCT, anu 3axTeBa fa CepBepu uMmajy
ogrosapajyhe aurutanHe ceptudukare.

Ovirutandn ceptudukaT Mopajy buTh u3gatv of CTpaHe Tena KOMe KpajHiu KOpUCcHUUM u/unu npoussohaum
codTBEpa Bepyjy, TO jecT Tena umju cy ceptndumkatn yrpaheHn y KOpPUCHWYKE MpeTpaxusaye v gpyre
K/IMjeHTe NyTeM KOjUX Kpajhi KOPUCHULM KOMYHUUMPajy MehycobHO nnn ca cepsepuma.

Akagemcka mpexa Penybnuke Cpbuje (AMPEC) je noTnucana YroBop ca OpraHu3auujoMm no Kome
MOXe u3gaBaTh avrutanHe SSL/TLS cepTudukate 3a Hay4yHO-UCTpPaXKMBaAuKe M 0O6pa3oBHE MHCTUTYUMjE Y
Penybnuum Cpbuju koje cy AMPEC kopucHuum, gok he ce ceptudukatM msgaBaTM CaMO 3a [OOMEHE
perucTtposaHe nog ,.ac.rs" OOMEHOM. uMa ynory ceptudukaumoHor Tena (CA — Certification
Authority), a AMPEC peructpauunoHor tena (RA — Registration Authority).

Ceu ceptudmkatn usgatm y okeupy TCS ycnyre ce notnmcyjy TERENA SSL CA 3 ceptudmkatoM Koju
npunaga cepTuduKaumoHoM Teny Koje je Kkpeupao . Ceptudpmkat TERENA SSL CA 3 je notnucaH of
ctpaHe DigiCert Assured ID Root CA kopeHor (root) ceptudmkaumoHor Tena. Taj kopenu (root) ceptudukat
je npeuHcTtanupaH y BehuHu SSL/TLS knvjeHaTa 4mMMe ce ycrnocTaB/ba NaHal noBeperba (Ha npuMmep,
NPWIMKOM MpUCTynaka CajTy npeko Attps KoHekuuje, Koju ce Hanasu Ha Beb cepsepy koju mma TCS
ceptTudmkat, Huje notpebHa MHTepBeHUMja KOpUCHWMKA Kako 6u ceptudukat 6mo npuxsaheH jep ce
ogroBapajyhn kopeHu ceptndukaT Beh Hana3u npeuHcTanupaH y BehumHu yecto KopuwheHux MHTepHeT
npernegaya: Internet Explorer, Mozilla Firefox, Google Chrome, Opera u ap.).
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CTuuame cTaTyca KOPpUCHUKA — npeaperucrpaumja

3 Cruuyame cTaTyca KOpMCHUKa — npegperucrpauyuja

Mpema npey3eTvMm npaBuMa u obase3ama 3a TCS cepsuc, nNpaBo Ha kopuwherwe TCS ceptTudmkaTta, MMajy
CaMO Hay4yHO-UCTpaXKuBayke 1 0bpa3oBHE MHCTUTYLMje koje cy AMPEC kopucHuum.

AMPEC KOpPVCHMK CTU4Y€e NpaBO KOPUCHWKA YC/yre perncrpauMjoM CBOr AOMEHa YHyTap ,.ac.rs" [JOMeHa Ha
Moptany Peructpa pgomeHa ,.ac.rs" . Ocoba koja je npu TOMe WMEHOBaHa 3a
AAMUHUCTPATMBHU KOHTAKT MHCTUTYUMje Kao OAroBopHa 3a obaB/batbe Moc/ioBa Yy Be3n ,.ac.rs" AOMeHa,
cMmaTtpahe ce oaroBopHOM M 3a obaB/barbe nocsioBa y Be3n TCS ceptndmkaTta y ToM goMeHy. MHCTUTyumnja
[JOCTaB/ba AOKYMEHT O carnacHoctu 3a kopuwhere ycnyre msgasawa TCS cepTudmkata M MMEHOBary
AAMWHUCTPATMBHOM KOHTAKTa Y NanupHoj (hOpMM Ha CPrICKOM M EHINIeCKoM je3unky. OBaj AOKYMEHT noTnucyje
1 oBepaBa neyaToM ycTaHoBe oBnawheHo nuue MHCTUTYyumje. TuMe ce MHCTUTYUMja, heHo oBnawheHo nvue
N aaAMUHUCTPATUBHM KOHTaKT obaBe3yjy Ha NowwToBame npasa 1 obasesa AedUHMCaHNX Y OBOM AOKYMEHTY.

Mo pocrasbany AokyMeHTa, AMPEC KOpuCHWMK 3aBpluaBa npouec npeaperucrpauvje y Kome je nposepeH
HEroB CTaTyC, TaYHOCT HaBeAEeHMX nofdaTaka O MHCTUTYLMjM 1 uMeHoBaHa ocoba osnawheHa 3a obaB/barbe
nocnosa y Be3n TCS ceptudukata. OBuMm AMPEC KOpPUCHMK CTU4e CTaTyC KopucHuka TCS ycnyre m yjeaHo
npaBo Aa 3axTeBa TCS cepTudumkare.
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MpaBa KOpPUCHMKA ycryre

4 lMpaBa KOPUCHUKA ycnyre

AOMUHUCTPATMBHN KOHTAKT AMPEC KOpUCHMKA, Y UMe MHCTUTYUMje KOPUCHUKA YCNyre, uMa npaso:

2

¥ 3aTpaXxuTn HeorpaHuyeHn 6poj TCS cepTudukata 3a cBoje cepsepe; npumapHu FQDN (Fully
Qualified Domain Name) jegHO3Ha4YHN Ha3MB CepBepa y HM3Y MMEHA KOja npunaaajy cepBepy Mopa
fda byge M3 fOMeHa Koju je Ta MHCTUTyuMja permcrpoBana y ,ac.rs';

¥ 3aTpaXuTh HeorpaHuyeH 6poj TCS cepTuduKaTa 3a CBOje KOPUCHMKE NpU YeMy CBE MMejn agpece
HaBedeHe y cepTudukaTy Mopajy buTh 13 goMeHa Koju je Ta MHCTUTyuuja perucTpoBsana y ,ac.rs";

¥ 3aTpaxuTn ono3uB (MoBnadewe) KomnpomuToBaHmx TCS ceptudmkaTa (ceptndmkaTa 3a Koje ce
CyMHba UK ce ca curypHolwhy 3Ha aa cy gownu y nocea HeosnawheHum ocobama);

¢

b 3aTpaxkuTu 06HOBY cepTudMKaTa KOjuMa UCTMYE NEPUOS BaXeHsa.

CepTudukat MOXe fa Cafp>Xu jeaHO WK BULLE MMeHa Koja cy AeduHucaHa 1 KOpUCTe ce Ha cepBepy, Kao u
jeaHy unm Buwwe “Mejn agpeca KpajHux KOPUCHUKA.

AMPEC unaHuua, KOpUCHUK YCnyre, uMa npasBo TPaXXuTu, Ono3ueBatu unu obHasmatn TCS cepTudukaTe
CaMO 3a OHe cepBepe koju kopucte bap jepaH Ha3ue cepeepa (FQDN - Fully Qualified Domain Name) w3
[JOMEeHa KOoju je Ta MHCTMTyumuja peructposana y ,ac.rs'. FQDN u3 ,ac.rs" gomeHa Mopa ce Hanasutu y
Ha3uBy TCS ceptudukaTta (CN — CommonName atpubyTt Subject nosba TCS ceptudmkara). Ako cepsep uMa
Buwe FQDN wMeHa, Yy anTepHaTMBHOM HasuBy AaurutanHor ceptudukata (DNS 3anmen  y
SubjectAlternativeName nosby TCS ceptudmkata) moxe ce Hahm FQDN mnme u3 ,ac.rs" goMeHa.
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Ob6aBe3e KOpUCHUKa ycnyre

5 O6aBe3e KOPUCHMUKaA ycnyre

Y okBupy TCS ycnyre, AMPEC kopucHUK je y obaBesun aa:

2

?

#

®

npuxeaTn onwTe ycnoBe W npaswna kopuwherwa AMPEC ycnyre usgaBarwba TCS cepTudukata
OMMCaHUX y OBOM AOKYMEHTY, MOTNMCMBareM AOKyMeHTa ,CarnacHocT 3a Kopuwhemwe ycnyre
nsgaBama TCS cepTudukarta®.

nUMeHyje jeaHor cnyxbeHor npeactaBHMKa (aAMUHWUCTPATVMBHM KOHTaKT) Koju he npeacras/batu
MHCTUTYUMjy ¥ TUC cepBucy. MIMeHoBare agMMHUCTPATUBHOI KOHTaKTa BPLUM Ce NpeKo AOKYMEHTa
»,CarnacHocT 3a Kopuwhemwe ycnyre m3gaBara TCS ceptudukarta®. MiIMeHOBame Mopa Aa CagpXu
TayHe N akTyenHe MHdOpMaumje, ycknaheHe ca nogauMMa O MHCTUTYUMjM Ha nopTany Peructpa
[OMeHa ,ac.rs" n mopa 6uTM MOTNMCAHO 0f CTpaHe oBnawheHor nuua y MHCTUMTYyuMju (AekaHa,
AvpekTopa), y3 oaroeapajyhm neyat ycTtaHoBe;

oamax obasectu AMPEC 0 npectaHKy/MpoMeHu cTaTyca agMUHWCTPATMBHOI KOHTakTa unu 6uno
kojer gpyror nogatka u3 TUC uMeHoBara Tako wTto he Te uHdopmauuje yHeTH npeko lMopTana
Pernctpa pomeHa ,ac.rs“. Y cnydajy npecrtaHka/MpoMeHe cTaTyca ocobe KkoOja Bplle Mnocnose
aAMWHWUCTPATUBHOI KOHTaKTa YyHeTe NpOMeHe ce Mopajy MNOTBPAUTU MNWCMEHWUM MNyTeM MpeKko
fokymeHTa ,CarnacHoct 3a kopulwhere ycnyre usgasawba TCS cepTudukaTa" noTnucaHor of
CTpaHe osnawheHor nuua y MHCTUTYUmnju (AekaHa, AMpekTopa), y3 oaroesapajyhu nevat ycTaHoBe;

Yy CBMM 3axTeBMMa U paarama npema AMPEC-y npyxu TayHe M npeuusHe nogatke. YKOMIMKO Y
nepvoay Baxera cepTudukaTta gohe A0 npomeHe 6GMNO KOr MogaTka Ha OCHOBY Kora je u3aart,
WMHCTUTYUMja je AyxxHa ga o oBoMe obasect AMPEC Tako wto he n3MmeHe yHeTn KopuwhereMm
Moptana Pernctpa gomeHa ,ac.rs";

Hehe MHCTanuMpaTn M KOPUCTUTM U3AaTK cepTUdUKaT CBe AOK He nperneda v noTBpAM TauyHOCT
nogataka y ceptudukaty. MHcTuTyumja je y obasesn ga npekvHe ca kopuwherem ceptudmkara
YKONMKO 61no koja nHcdopmaumja y leMy noctaHe HeTavyHa, 3actapena wimn Heesaxeha;

npeaysme cee notpebHe Mepe Aa 61 ce Cnpeynno KOMMNPOMUTOBahe, rybuTak, pa3oTKpuBahe,
Merare W Ha 6uno Kkoju HaumH HeayTopu3oBaHO Kopuwhewe npuBaTHOr Kbydya TCS
cepTudukaTa;

y CNyyajy KOMMpOMUTOBara WM rybutka npuBaTHor kbyda TCS cepTudmkaT, MMEHOBaHM
aAMUHUCTPATMBHM KOHTAKT WMHCTUTYuUMje je AyxaH A3 Yy WTo KpaheM poKy nogHece 3axTeB 3a
HEroB OMO3MB;

Ja ocurypa Ada cy npeactaBHMuy AMPEC kopucHuka u ocobrbe ykibydeHo y pag ca TCS ycnyrom
npoyYnTanu, pasymenn u CroXunm ce ca ycnosmma kopuvwherwa TCS cepBuca OnmucaHuM y OBOM
JOKYMEHTY, 3aTuUM YyCioBMMa HaBegeHuMM y TCS AOKyMeHTMMa O MNpakTUYHMM MpaBuMauMa paga
cepTudukaumoHor tena " (y parbeM Tekcty TCS CPS), kao u
NponpaTHMX AOKyMeHaTa Koju cy objaBrbeHn y TCS penosvTopujyMy Koju je AOCTynaH Ha Beb-
agpecu: https://www.terena.org/activities/tcs/repository-g3/;

nowTyje npasuna u npoueaype AeduHucaHe y TCS CPS AOKYMEHTY KOju AeduHMLIE NOAUTUKY
u3gaBara U ynpas/barkba AMrUTanHUM ceptTudukaTmma y ycnysu TCS;

KOpUCTU cepTUdUKaTE UCK/bYUMBO Y NerasHe CBpxe U TO Yy Ckiady ca AeduHUCaHUM npaBunnMma
Kopuwhera Koja cy HaBeaeHa y aokymeHTy TCS CPS. CeptudukaTtv usgatu y cknony ycnyre TCS
He cMejy Aa ce KopucTe 3a ocurypame 6uno kakeor obnvka duHaHCUjCKUX TpaHcakumja (Hhp.
TpaHcakuuja nyTem nnaTHUX KapTuua, online nnahara n Apyrn 06aMuUM HOBYaHUX TpaHcakuuia);

nsgatm ceptudukatm Mmory 6mutm ono3saHu op crtpaHe AMPEC-a wnu -a y cKknagy ca
ycnosuma HaeefieHUM y TCS CPS gokyMeHTy;

He CMe [la KOpUCTK cepTudmKaTe KojMa je UCTEKAo AaTyM BaXKerba UM Cy OMo3BaHMU.

Y cnyyajy oa ce KOpUCHUK cepBuca He npuapkaea 6uno koje oa HaBeaeHux obaee3a AMPEC uMa npaBo Aa
JOHece oanyKy Yy KO0joj ce MpuBpEMEHO waM TpajHO obycTaB/ba nNpyxawe ycayre wmsgasarba TCS
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O6aBe3e KOPUCHMKa ycnyre

cepTudukaTta. Y oanyum ce HaBoAe pasfio3n U Bpeme Tpajarba 3abpaHe. KopucHuk TCS ycnyre uma npaso
»anbe Ha Tako AOHELIeHy OANYKY KOjy MOAHOCKU y NMMCAHOM 061mKy.
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OrpaHuyere 0AroBOPHOCTH

6 OrpaHuuyerme oAroBOpPHOCTH

AMPEC He CHOCM HMKaKBy OArOBOPHOCT 3a 6uno KakBe rybutke KOju MOry Aa HacTaHy kao nocneavua
CMETHM, Mpekupa y pagy wam 6uno kakeux apyrux npobnema npu kopuwhewy unu usgasBamy TCS
ceptudukara.
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AopaTtHe nHdopmauuje

7 [OopatHe nHdopmauyunje

Buwe mHdbopmaumja o ycnysu nsgasara TCS ceptudumkaTa, kao 1 npunagajyhm obpacum n gokymeHTa mMory
ce Hahu Ha Beb-cTpaHuum https://www.amres.ac.rs/institucije/digitalni-sertifikati/.

3a cBe gogatHe uHdopmMaLmje KopucHUUM ce Mory obpatnti nyTeMm mmejn agpece tcs@amres.ac.rs.

WWW.amres.ac.rs CrpaHa 11 oa 11



